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Executive SUMMARY
EXeCUTIVE
summary

E X E C U T I V E

S U M M A R Y

Digitalization is revolutionizing business models and

Member States have significantly different levels of

the relationship between authorities and citizens and

computer skills. The best performing countries were

between enterprises and consumers creating new

Luxembourg and Denmark, where 54% and 53% of

opportunities, but also raising some critical issues.

individuals, respectively, had above basic digital

Even if the digital revolution is a global phenomenon, if

skills. The last positions were held, instead, by Bulgaria

we focus on the European context, data shows that, in

and Romania where only 10% and 9% of individuals,

the different Member States, EU citizens and companies

respectively, had above basic digital skills. The number

have different levels of computer skills and, more

of individuals using the Internet in Europe has

generally, a different awareness of the advent of the

grown significantly in recent years. According to

digital age, accessing available digital services with a

data collected by Eurostat, 85% of people used the

different intensity and interest.

Internet at least once in 2017. Furthermore, there

Artificial intelligence is one of the most considerable and

appears to be a reverse relationship between age and

complex innovations, able to transform our lives and

Internet usage. In analyzing EU data, younger people

traditional business models.

are more inclined to use Internet (98% between16-24,

In this context, it is very important to encourage the use of

97% - 25-34, 94% - 35-44) while a lower percentage of

digital services and improve on a regulatory framework

older people – due to lack of skills and digital culture and

able to ensure effective consumer protection.

different habits – use the network (88% for 45-54 year

Chapter 1 looks at the Internet usage of individuals

olds, 75% for 55-64 and 54% for 65-74).

and e-commerce penetration in the European Union.

In the EU, the most used device to access the

Moreover, the last section of this chapter deals with the

Internet was the smartphone (65%), with the

implementation of the Digital Single Market Strategy for

exception of Estonia, Slovakia, the Czech Republic,

consumers.

Lithuania and Poland where it was the laptop (52%).

The network has become the epicenter of our life.

The other most used devices were shown to be desktop

Nowadays, we use the web to communicate, find

computers, tablets and smart TVs with 44%, 36% and

information, buy and sell goods or services, interact

12%, respectively.

with public administrations and many other activities

Focusing on e-commerce, paragraph 1.2 underlines

that before we had done through traditional channels.

that, in 2017, the European e-commerce turnover

Eurostat data shows that citizens from different

increased by 12.75% to € 540 billion. According to
5
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Eurostat data, 48% of European citizens made at

to boost the potential for cross-border e-commerce in

least one online purchase in the last three months

Europe: 1) a legislative proposal on addressing unjustified

of 2017, with the UK leading (78%), followed by

geo-blocking and other forms of discrimination based on

Denmark and Luxembourg (69%). Clothes and

nationality, place of residence or place of establishment

sporting goods were the most purchased online items

within the Single Market; 2) a legislative proposal revising

in the EU (37% of individuals), followed by travel and

the Regulation on Consumer Protection Cooperation; 3)

holiday accommodation (31%), household goods (26%),

a legislative proposal (Regulation) proposing measures

tickets for events (22%), books/magazines/newspapers

in the area of parcel delivery; and 4) a guidance on the

(21%), films/music (16%), telecom services (11%) and

implementation/application of the Directive on Unfair

medicine (8%). E-commerce has a different impact

Commercial Practices.

on the economies of the different EU countries. The

On 28 February 2018, the Regulation (EU) 2018/302

UK had the highest E-GDP (the part of GDP regarding

addressing unjustified geo-blocking and other forms of

e-commerce) in Europe (8%), followed by Finland

discrimination based on a customer’s nationality, place

(5%), Denmark (4%) and the Netherlands (4%).

of residence or place of establishment within the internal

The worst performer was Malta where e-commerce

market, and amending Regulations (EC) No 2006/2004

accounted for less than 1% of the GDP. However,

and (EU) 2017/2394 and Directive 2009/22/EC, was

e-commerce is growing in all EU countries, especially

adopted (taking effect from 3 December 2018). It aims to

in those trying to catch up. Romania grew the most in

prevent discrimination based on customer nationality,

the last year (40%), followed by Portugal (23%), Greece

place of residence or place of establishment, including

(22%) and Bulgaria (22%).

unjustified geo-blocking, in cross-border transactions

In order to create a Digital Single Market, it is very

between a trader and a customer relating to the sales

important to improve consumer and business access to

of goods and the provision of services within the Union.

online goods and services across Europe, removing the

To contribute to fostering growth through the creation

key differences between the online and offline worlds,

of a true Digital Single Market, to the benefit of both

and breaking down barriers to cross-border online

consumers and businesses, by eliminating the key

activity.

contract laws related to barriers hindering cross-border

To achieve these goals, the Commission has launched

trade, on 9 December 2015, the Commission adopted a

several initiatives. The Communication “A comprehensive

proposal for a Directive of the European Parliament

approach to stimulating cross-border e-commerce for

and of the Council on certain aspects concerning

Europe’s citizens and businesses” (25.05.2016) presented

contracts for the supply of digital content, and a

a package of measures containing four key DSM proposals

proposal for a Directive of the European Parliament

6
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and of the Council on certain aspects concerning

new CPC Regulation (Regulation (EU) 2017/2394) was

contracts for the online and other distance sales

finally adopted and published in the EU Official Journal

of goods. The amended proposal of the directive

on 27 December 2017.The Regulation entered into force

was published on 31/10/2017 (2015/0288 (COD). The

on 17 January 2018, but it will be applicable from 17

proposal lays down certain requirements concerning

January 2020.

distance sales contracts concluded between the seller

Concerning measures in the area of parcel delivery,

and the consumer, in particular, rules on conformity

Regulation (EU) 2018/644 on cross-border parcel

of goods, remedies in case of non-conformity and the

delivery services was adopted on 18 April 2018,

modalities for the exercising of those remedies (the

entering into force on 22 May 2018. It considers that

Directive does not apply to distance contracts for the

the tariffs applicable to cross-border parcels and other

provision of services).

postal items for low volume senders, particularly for

Regulation (EC) 2006/2004 on consumer protection

SMEs and individuals, are still relatively high having a

cooperation

a

direct negative impact on users seeking cross-border

cooperation framework enabling national authorities

parcel delivery services, especially in the context of

from all countries in the EEA to jointly address breaches

e-commerce.

of Union laws protecting consumers’ interests in cases

The regulation on unfair business-to-consumer trading

where the trader and the consumer are based in different

practices was established by Directive 2005/29/EC

countries. The CPC Regulation links national competent

of 11 May 2005 in order to contribute to the proper

authorities to form a European enforcement network

functioning of the internal market and achieve a high

called the “CPC Network”. In each country, a single

level of consumer protection by approximating the laws,

liaison office is responsible for coordinating the relevant

regulations and administrative provisions of the Member

national authorities which cooperate on consumer

States on unfair trading practices harming consumers’

rules on unfair commercial practices, e-commerce,

economic interests. In 2016, the Commission published

comparative advertising, package holidays, online selling

guidelines on the implementation and application of

and passenger rights. On 25 May 2016, to improve the

the Directive explaining the fundamental concepts and

existing mechanism for cooperation between national

norms and giving concrete examples from the case law

consumer

the

of the EU Court of Justice and from national courts and

Commission put forward a proposal for the reform of

administrations, in order to make it easier to apply to

the Consumer Protection Cooperation Regulation and

national authorities and to ensure greater legal certainty

the replacing of the CPC Regulation by a new regulation.

for professionals. The Commission has also compiled a

After fruitful negotiations among the co-legislators, the

publicly accessible database with the laws of the different

(the

CPC

protection

Regulation)

cooperation

lays

down

authorities,

7
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EU countries that complement the Directive, as well as

buying products or services from a trader or from a

with the respective administrative and judicial decisions,

private person, in order to know if they have rights that

references to related legal literature and other relevant

protect them if something goes wrong.

materials to ensure the comparison of decisions and

According to a survey (2018) published by the EU

judgments of EU countries.

Commission in a study on the transparency of online

Chapter 2 goes through the tools for consumer

platforms, about 82% of respondents said that

empowerment in the digital era. The first paragraph

knowing how results were ranked made them more

underlines the importance of online platforms to

confident and trusting in the platform. Moreover,

enhance transparency and consumer empowerment

the great majority of respondents (83%) think that

in Internet searches. The European Commission has

all platforms should include information on the way

drafted various proposals to foster an environment in

they order the results of a search as this would make

which online platforms thrive, where consumers are

users more confident and trusting in platforms and,

protected whilst competition is enhanced. In the 2016

in general, would lead to a better service for users.

Communication “Online Platforms and the Digital Single

Related to contractual party identification, 84% of

Market – Opportunities and Challenges for Europe”, it

those interviewed declared that all platforms should

is stated that the “future Internet cannot succeed without

include information about who is actually selling

the trust of users in online platforms, and without online

the goods or services presented in the platform, and

platforms respecting all applicable legislation and the

around the same percentage agreed that Internet

legitimate interests of consumers and other users”. The

platforms should be required by law to include

mid-term review of the Digital Single Market strategy

information about who is actually selling the goods

also contains guiding policy principles about online

of services on the platform. Furthermore, the majority

platforms. Recently, the European Commission has

of respondents agreed that such information would

developed other proposals and recommendations to

make users more confident and trusting in platforms

ensure transparency and consumer protection in online

and, in general, that this would lead to a better service

platforms, such as the Recommendation on measures

for users.

to tackle illegal content online and “A New Deal for

The second paragraph of this chapter focuses on the

Consumers” that, among various objectives, also aims at

use of online comparison tools, that are very common

strengthening consumer rights online. Specifically, one of

in the insurance and energy sectors. According to the

the aims of this proposal is to ensure more transparency

report, “Digital Comparison Tools Market Study” (2017)

in online market places. In the case of online purchases,

of the Competition and Markets Authority in the United

consumers will have to be clearly informed if they are

Kingdom, these tools offer two types of benefits. Firstly,

8
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they save time and effort in searches and make comparing

very important. Users, through social networks, expect

easier and more appealing, above all for household

to be effectively understood and have a quick response

services that are often complicated and not of immediate

to their requests or problems. In the EU, 54% of

interest. Secondly, they make suppliers compete more

individuals use the Internet to participate in social

to provide lower prices and better consumer choices.

networks. This share ranges from 75% in Denmark

According to some estimates in 2010, more than 80%

and 72% in Belgium to 43% in France and Italy.

of European consumers already used price comparison

Therefore, companies are aware of the importance of

websites in the travel sector, with five out of ten using

social networks in the relationship with the consumer to

them at least once a month. The trend has grown further

obtain opinions or reviews or answers to their questions

with the growing use of smartphones and tablets which

and, for this reason, use of the social media has become

allow consumers to access and compare information on

a part of their strategy for integrating information and

prices, quality and product specifications in all sectors at

communication technologies (ICT) in their business.

any time.

In the European Union, social networks are the

The following paragraphs analyze the customer care

most used form of social media by enterprises and,

2.0 and the potential role of artificial intelligence in

compared to 2014, their use has strongly increased

the relationship between customers and companies.

in all European countries.

The spread of the Internet and the penetration of mobile

Thanks to the data of Socialbakers Analytics (2018), a

devices is revolutionizing the traditional relationship

ranking was drawn up of the most socially devoted

between businesses and consumers, not just in

worldwide industries on Facebook and Twitter.

redesigning the phase of information search but also

Telecommunications is by far the most open and reactive

regarding post-sales management. Nowadays, most

industry on Facebook and Twitter, answering questions

companies use a combination of online and offline

to 86% and 49%, respectively, of its likers/followers.

strategies that not only help consumers make informed

Then, airline and finance sectors follow with fairly high

decisions, but also add value throughout their buying

rates of response.

experience. As a result, the role of digital customer

Finally, according to We Are Social Digital in 2018, among

experience and the implementation of an omni-channel

social network platforms, Facebook still dominates the

approach to potential customers has become essential.

global social landscape, with total users up 15 % year-

In this dynamic context, an important role is played

on-year to reach almost 2.17 billion at the start of 2018,

by the social networks that are often the first point of

followed by YouTube with 1.5 billion of active users. Both

contact between consumers and brands and, for this

WhatsApp and Facebook Messenger grew twice as fast as

reason, protecting and monitoring of this channel is

the core Facebook platform though, with the number of
9
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people using each messenger app up by 30 % year on year.

an AI-based device, interest is likely to increase as the

Another approach adopted by companies is to provide

technology matures. Asian consumers appear to be the

self-caring tools, through the creation of app or web

most receptive to adopting AI devices for shopping.

self-service portals that allow users to access their

Asian consumer openness to buying AI devices reflects

information and perform relatively uncomplicated

their preference for voice interaction with electronics,

activities without any support from customer service.

as well as lower levels of concern about online privacy

According to Salesforce, an increasing number of

and security. In contrast, demand is generally lower

businesses are recognizing the benefits of reliable

in developed markets. In the US, the UK, and France,

and dedicated self-service portals for improving the

current adoption levels are around 15%, and about a

company’s overall brand image. Self-service portals

quarter of respondents in these countries say they plan

provide customers with instant access to information,

to buy an AI device. Brazil stands out as the market having

allow for personalization, and save valuable time and

the greatest upside potential, with 59% of respondents

organizational resources. Moreover, a self-service portal

planning to buy a device. Rounding out the top 10

is also an extremely efficient way of outreaching to new

countries, respondents in Italy and Poland also showed

customers, boosting customer-to-customer relationships,

a growing strong interest, as around 40% of respondents

and improving company-customer relationships.

plan to buy an AI device. Despite this data and estimates,

Apps are also important tools able to significantly

most people have a limited understanding of AI, although

empower consumers. In 2017, consumers downloaded

many digital platforms already use AI technology.

178.1 billion mobile apps to their connected devices

Moreover, Servion’s estimates predict that AI will power

and in 2022, this figure is projected to grow to 258.2

95% of all customer interactions by 2025, and it will do it

billion app downloads.

so effectively that customers will not be able to “spot the

Focusing on artificial intelligence, PwC’s 2018 Global

bot.” Gartner says that 85% of customer relationships

Consumer Insights Survey, conducted on more than

will take place without human interaction by 2020.

22,000 consumers in 27 regions across the globe, found

In this super dynamic environment, chat-bots enter and

that, even though it is still early days for the technology,

promise a faster and more intelligent experience in

the outlook for AI devices is promising. While just

line with consumer expectations. The global chat-bot

10% of respondents globally said they currently own

market is expected to grow at a CAGR of more than 37%

AI devices, such as robots and automated personal

during the period 2017-2021. Especially in the public

assistants like Amazon Echo or Google Home, nearly

sector, it should grow by more than 42% worldwide. In

one in three (32%) said they plan to buy an AI device

addition, the retail sector may show the fastest growing

and, although 58% said they have no interest in owning

markets for chat-bots during the forecasted period

10
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thanks to major e-commerce platforms around the

limitation of treatment, opposition, portability), identifies

world such as Amazon, Alibaba, Flipkart, Snapdeal and

the subjective characteristics and responsibilities of

Walmart. The most common potential benefit of chat-

owners and data controllers and regulates international

bots that consumers pointed out was the ability to obtain

data transfers. The key-principle of the discipline is

the 24-hour service offered, following by the immediate

“privacy by design”, by which we refer to the choice of

response to inquiries and receiving answers to simple

guaranteeing data protection rights from the planning

questions. The report also considered the consumer

and design stage of a treatment preventing possible

doubts of about the use of chat-bots. Not all consumers

critical issues (for example, the provision of impact

are ready to abandon human-to-human interactions

assessments

entirely, and some are not sure they trust the technology

subject-matter and objectives, the GDPR lays down rules

to perform certain tasks without making mistakes.

relating to the protection of natural persons with regard

Indeed, the most common potential resistance to using

to the processing of personal data and rules related to

chat-bots that consumers included was a preference for

the free movement of personal data and protects the

dealing with a human, followed by a general fear of the

fundamental rights and freedom of natural persons,

chat-bot making a mistake, such as during a purchase or

particularly, their right to personal data protection.

while making a reservation, and being locked into using

The same Regulation defines competences, tasks and

chat-bots only through Facebook.

the powers of authorities, cooperation modality and

Chapter 3 describes the main initiatives of European

the characteristics and powers of a European Data

institutions to ensure a legal framework on data protection,

Protection Board.

analyzes the New Deal for Consumers and, as a relevant

Considering that this regulation required Regulation

case study, the New Deal for Energy Consumers.

(EC) 45/2001 to be adapted to the new principles and

In early 2016, the EU reformed the legal framework on

rules in order to provide a solid and consistent data

data protection and issued the General Data Protection

protection framework in the Union, on 10 January 2017,

Regulation (GDPR) – Regulation 679/16, entering into

a proposal for a regulation concerning the protection

force on 25 May 2018, in order to protect all EU citizens

of individuals concerning the processing of personal

from privacy and data breaches in an increasingly data-

data by the EU institutions, authorities, offices

driven world, vastly different to when the 1995 Directive

and agencies, as well as free data movement was

was presented. The GDPR sets the foundations for the

launched, repealing Regulation (EC) 45/2001 and decision

lawfulness of data processing, clearly indicates times,

n. 1247/2002/EC. This proposal aims to align the current

contents and modalities of information, defines the rights

rules, which go back to 2001, to the new stricter rules set

of the interested parties (access, cancellation-forgetting,

out in 2016, guaranteeing higher standards of protection.

before

data

processing).

Concerning

11
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This proposal for a regulation, conforming to the model

telephone calls if users have not given their consent and

and the general discipline established by Regulation

imposes the authors of telephone calls for commercial

2016/679, identifies the principles applicable to the

purposes, the obligation to show their telephone

processing of personal data (lawfulness, correctness,

number or use a special prefix that indicates the nature

transparency, adequacy, relevance, limitation) and the

of the call. The proposal specifies that the principle of

conditions for consent, regulating the transmission of

confidentiality also applies to communications from

personal data to recipients, other than Union institutions

machine to machine (IoT) so data transfer can only take

and agencies, established in the Union and subject to

place with the consent of users and not automatically as

Regulation (EU) 2016/679 or Directive (EU) 2016/680. On

occurs today. On 20 September 2018, the Council of the

13 September 2018, the European Parliament adopted

European Union published a revised text of the ePrivacy

a position at a first reading introducing some changes.

proposal introducing some changes, among them one

The Commission has also proposed the regulation

of the most important is the removal of the application

on confidentiality and electronic communications

of Confidentiality of electronic communications data

aimed at guaranteeing a greater protection of people’s

to the transmission of machine-to-machine electronic

private lives and offering new business opportunities.

communications where carried out via an electronic

Furthermore, the proposal, starting from the observation

communications service.

of the importance for Europeans to maintain the

A proposal for a regulation of the European

confidentiality of emails and online messages and the

Parliament and of the Council on a framework for

necessity to define a unitary protection within the Union

the free movement of non-personal data in the

and the applicability of the current ePrivacy Directive

European Union was adopted on 13 September 2017.

only

operators,

This proposal, after specifying the objective, the scope of

provides for the extension of privacy rules to new

the regulation and the applicable definitions establishes:

operators supplying electronic communication services

1) the principle of free movement of non-personal

(such as WhatsApp, Facebook Messenger, Skype, Gmail,

data in the Union; 2) ensuring the availability of data

iMessage, Viber) and specifies that this protection

for regulatory controls by the competent authorities,

covers the contents and the metadata of electronic

prohibiting users from rejecting data access for the

communications (for example, call time and location).

competent authorities on the basis that the data is

The proposal provides for the simplification of the so-

stored or otherwise processed in another Member State;

called “cookie provision”, introduces measures against

3) encouraging service providers and professional users

spam, prohibiting unwanted electronic communications

to develop and implement codes of conduct that specify

through emails, text messages and, in principle, also

information on data portability conditions (including

12
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technical and functional requirements); 4) providing the

products offered to consumers, the Directive concerning

designation, by each Member State, of a single point of

unfair

contact which acts as a link with the contact points of

and the Directive on consumer rights, to ensure better

the other Member States and the Commission regarding

enforcement and to modernize EU consumer protection

the application of the Regulation; 5) providing for the

rules, in particular in light of digital developments.

Committee on Free Movement of Data, assisting the

The second concerns representative actions for the

European Commission; and 6) carrying out a review

protection of the collective interests of consumers and

within five years from the date of application of the

repealing the Injunctions Directive 2009/22/EC aimed

regulation.

at improving tools for stopping illegal practices and

The same Chapter 3 also outlines the latest initiatives

facilitating redress for consumers where many of them

of the European Commission to ensure the rights of

are victims of the same infringement of their rights in

consumers. Specifically, on 11 April 2018, the European

mass harm situations. Regarding class actions, Chapter 3

Commission launched a New Deal for Consumers to

presents some data on class action in the U.S.A. (issues,

ensure that all European consumers fully benefit from

annual spending, etc.).

their rights under Union law, modernize existing rules

Finally, Chapter 3 describes a case study: a New Deal

and fill the gaps in the current consumer acquis, provide

for Energy Consumers. On 15 July 2015, the European

better redress opportunities for consumers, support

Commission presented its Summer Energy Package,

effective enforcement and greater cooperation of public

consisting of two legislative proposals (revised Directive

authorities, increase cooperation with partner countries

on ETS allowances after 2020, amending Directive

outside the EU, ensure equal treatment of consumers

2003/87/EC;

in the Single Market and guarantee that national

replacing Directive 2010/30/EU), alongside two non-

competent authorities are empowered to tackle any

legislative communications proposing a new deal for

problems with ‘dual quality’ of consumer products, raise

energy consumers and launching the public consultation

the awareness and strengthen the capacity-building

on a new energy market design. The Commission

of consumers and traders, look at future challenges

identifies three key points as core to delivering a new

for consumer policy in a fast evolving economic and

deal for consumers: 1) consumer empowerment,

technological environment. To achieve the above,

ensuring better information and a wide choice of action;

this Communication is accompanied by two different

2) smart homes and networks: integrated automated

proposals. The first, to amend the Council Directive on

solutions can enable and simplify consumer action by

unfair terms in consumer contracts, the Directive on

connecting smart metering systems with smart home

consumer protection in the indication of the prices of

energy management systems and smart appliances; and

business-to-consumer

new

regulation

commercial

on

energy

practices

labelling,

13
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3) data management and protection: considering the

Digital Single Market strategy would help increase the

importance of guaranteeing an adequate data protection.

use of digital services by consumers. On the one hand,

The Communication prescribes that data collection and

this process should be constant and as homogeneous

processing, in the context of smart metering systems or

as possible all over Europe, without leaving behind any

other services empowering consumers to act, should

country or group based on age, education, employment

provide direct access – which must be effective and non-

and social factors. On the other hand, Member States

discriminatory – to this data for the customer and any

should adapt their systems to the new rules, and

third party designated by the consumer.

national and EU institutions monitor the application and

The last section outlines the role of the Online Dispute

compliance with laws and regulations.

Resolution, a platform provided by the European

The Internet has given consumers access to a range of

Commission to allow consumers and traders in the EU

digital comparison tools (DCTs) and aggregation and

or Norway, Iceland and Liechtenstein to resolve disputes

intermediary platforms that can filter, parse and curate

relating to online purchases of goods and services

market information, and can do so in accordance with

without going to court. Using ODR, consumers can

preferences and parameters set by the consumer. When

obtain fair outcomes for free or for a very small charge,

they work effectively, these services can contribute

while traders can avoid costly litigation procedures and

significantly to lowering transaction costs and delivering

maintain good customer relations.

better deals, by enabling consumers to conveniently

According to data collected by the online dispute

and efficiently compare and choose between offers

resolution platform, approximately 82,000 disputes

from across the market. They can also be seen by

were submitted up to 17 September 2018. German

suppliers as an efficient way to reach large numbers

consumers are those who have opened more disputes

of consumers and the price transparency they create

on the platform (19,683), followed by the British (17,333),

can increase competition among suppliers and reduce

the French (8,597) and the Spaniards (8,548). Germany is

prices. However, in 2016, the European Commission

also the Member State where most of the traders that

and EU consumer protection authorities undertook a

have had disputes on the platform are based (21,747),

coordinated sweep of 352 price comparison and travel

followed by the United Kingdom (18,926), Spain (7,238)

booking websites across the European Union. The

and France (5,571).

exercise revealed a series of irregularities in online
comparison tools, including in relation to misleading

Conclusions and policy recommendations start from

prices.

the observation that the initiatives launched by the

Therefore, regulators need to assess compliance with

European Commission in the broader context of the

the law by all digital comparison tools in each sector.
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Moreover, sectoral regulators must work together to

such as security by design and by default, and be

make the use of DCTs easier and safer for consumers,

subject to independent assessments of compliance.

in order to support more consumer involvement and a

In case of security incidents or data breaches, they

better-informed choice.

must be subject to timely and adequate notification

In the field of uptaking technologies, no one holds greater

obligations, liability and compensation rules, and

economic, social, medical, security, and environmental

sanctions in case of neglect. Complaint handling

promises than artificial intelligence but, at the same

and redress mechanisms should be accessible,

time, in order to exploit the potential huge advantages

affordable, independent, fair, accountable, timely

for the benefit of the whole of society, several challenges

and efficient.

associated with AI development must be properly

To increase consumer trust in the digital society, privacy

addressed. According to the European Consumer

regulation is fundamental. GDPR sets the foundations for

Consultative Group , European Institutions and Member

the lawfulness of data processing, clearly indicates times,

States should ensure the following:

contents and modalities of information, defines the rights

1. consumer privacy and data protection rights must

of the interested parties (access, cancellation-forgetting,

be protected and upheld to address potential harm,

limitation of treatment, opposition, portability), identifies

such as discriminatory practices, invasive marketing,

the subjective characteristics and responsibilities of

loss of privacy and security breaches;

owners and data controllers and regulates international

1

2. regulators and companies must develop effective

data transfers. It is very important to ensure a harmonized

means and simple processes for consumers to

application of the Regulation and an accurate monitoring

exercise their ‘right not to be subject to a decision

of the new rule application. It is also essential to accelerate

based solely on automated processing, including

the conclusion of the other legislative procedures ongoing

profiling, which produces legal effects concerning

to encourage digital service usage.

him or her or similarly significantly affects him or her’

It is also of utmost importance to encourage the

(Art. 22 GDPR). Only then can consumers effectively

development of legal protection tools for consumers

challenge outcomes of automated decision-making;

and, in particular, collective action, that by deterrence

3. European safety legislation needs to be reviewed to

can be a very effective tool to guarantee consumer

reflect technological developments;
4. companies should adopt best practice standards,

rights protection, but only if it can be activated timely,
cheaply and, possibly, across several Member
States. In this respect, digital instruments may help

1

European Consumer Consultative Group, Policy recommendations for
a safe and secure use of artificial intelligence, automated decision-making,
robotics and connected devices in a modern consumer world, 2018.

in overcoming existing barriers, provided a new legal
framework is put in place.
15
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In order for consumers to have confidence in and benefit

important when consumers shop cross-border. Digital

from the digital aspect of the internal market, they must

tools should be used to better empower consumers

have access to simple, efficient, fast and low-cost

defending their own rights. The availability of a reliable

ways of resolving disputes which arise from the sale of

and efficient online dispute resolution system could

goods or the supply of services online. This is particularly

greatly help achieve this goal.
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1.

THE NEW RELATIONSHIP BETWEEN
CONSUMERS AND COMPANIES

The number of individuals using the Internet in Europe
has grown significantly in recent years. According to data
collected by Eurostat, 85% of people used the Internet

1.1. INTERNET USAGE BY INDIVIDUALS
AND DIGITAL SKILLS

at least once in 2017. However, there are still wide
differences among the EU countries. Best performer
countries were Denmark, Luxembourg and Sweden

The spread of Internet and digital technologies has

achieving 97%. The lowest performers were Bulgaria and

radically transformed the socio-economic context in

Croatia with 66% and 69%, respectively (Fig. 1.1).

which citizens and companies operate. The network

Furthermore, there appears to be a reverse relationship

has become the epicenter of our life. Nowadays, we use

between age and Internet usage. In analyzing EU data,

the web to communicate, find information, buy and sell

younger people are more inclined to use Internet (98%

goods or services, interact with public administrations

between16-24, 97% - 25-34, 94% - 35-44) while a lower

and many other activities that before we had done

percentage of older people – due to lack of skills and

through traditional channels.

digital culture and different habits – use the network

Fig. 1.1

% of individuals using the Internet at least once (2017)

Source: Eurostat
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(88% for 45-54 year olds, 75% for 55-64 and 54% for

In the EU, 71% of individuals used internet on a

65-74). However, in the most advanced countries such

daily basis. Luxembourg and Denmark were the best

as Denmark and Luxembourg, the percentage of older

performing countries with 91%, while the lowest

individuals accessing the Internet was very high (96%

positions were held by Greece, Croatia, Bulgaria and

and 92%, respectively, for people aged between 55 and

Romania with 59%, 58%, 54% and 47%, respectively

64 years and 89% and 93% for those between 65 and 74

(Fig. 1.3).

years, respectively) (Fig. 1.2).

In the EU, the most used device to access the Internet

Fig. 1.2

Internet usage – age brackets (2017, %)

Source: Eurostat
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Fig. 1.3

% of individuals using the Internet on a daily basis (2017)

Source: Eurostat
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was the smartphone (65%), with the exception of

At

Estonia, Slovakia, the Czech Republic, Lithuania and

information searches for goods and services were the

Poland where it was the laptop (52%). The other most

most frequent activities in 2017, with 72% of online

used devices were shown to be desktop computers,

users sending/receiving emails and 65% searching for

tablets and smart TVs with 44%, 36% and 12%,

information about goods and services.

respectively (Fig. 1.4).

In Denmark, the EU country with the highest ranking,

Moreover, it is interesting to analyze some activities

94% of individuals sent/received emails in 2016, and

of EU citizens/consumers, such as sending/receiving

79% searched for information about goods and services.

emails, telephoning or video calls participating in

Italy and Romania, on the contrary, occupied the last

social networks, finding information about goods and

positions with only 55% and 45%, respectively, of

services, reading online news sites and participating in

individuals sending/receiving emails in 2017 (Fig. 1.5).

professional networks.

Digital competence involves the confident use of

the

EU

level,

sending/receiving

e-mails

and
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Fig. 1.4

Internet usage per device (2016, % of individuals)

Source: Eurostat
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54 and 53 percent of individuals, respectively, have

and communication. Eurostat data shows that citizens

above basic overall digital skills. The last positions

from different Member States have a significantly

were held, instead, by Bulgaria and Romania where

different level of computer skills. The best performing

only 10 and 9 percent of individuals, respectively,

countries were Luxembourg and Denmark, where

have above basic overall digital skills (Fig. 1.6).
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Fig. 1.5

Internet use and activities (2017, % of individuals)

Source: Eurostat
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1.2. E-COMMERCE PENETRATION IN EUROPE

at least one online purchase in the last 3 months of
2017). However, in the Central and Northern European

One of the most important activities that individuals

countries the percentage of individuals making at least

perform online is the purchase of goods and services.

one online purchase in the last three months of 2017

Whereas the retail sector, in general, is still facing

was high for all age brackets. In the UK and Denmark,

difficult times, online shopping is continuing to grow

the percentage of individuals in the 65 to 74 age brackets

and in 2017 the European e-commerce turnover

buying online was 55% and 44%, respectively. The worst

increased by 12.75% to €540 billion. According to

performers were Bulgaria and Romania with no age

Eurostat data, 48% of European citizens made at least

brackets exceeding 22% (Fig. 1.8).

one online purchase in the last three months of 2017,

In the last 3 month period of 2017, on average, 17%

with the UK leading (78%), followed by Denmark and

of EU individuals made from 1 to 2 online purchases,

Luxembourg (69%), while Bulgaria and Romania had

17% from 3 to 5, 8% from 6 to 10 and 7% more than

the lowest percentages (Fig. 1.7).

10. Central and Northern Europeans purchased online

The 25-34 year age bracket was more inclined to make

more frequently than those in the Southern and Eastern

purchases online in the EU (69% of individuals making

countries. In the UK and Luxembourg, the percentage of

Fig. 1.7

Purchasing online in the last 3 months (2017, % of individuals)

Source: Eurostat
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Fig. 1.8

Purchasing online in the last 3 months, per age (2017, % of individuals)

Source: Eurostat
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individuals purchasing online more than 10 times in the

unfair commercial practice in the digital world.

3 months was 21% and 14%, respectively (Fig. 1.9).

In particular, high delivery charges in cross-border

Most individuals in the EU buy online exclusively from

deliveries – prices charged by postal operators to deliver

national sellers (Fig. 1.10). Considering the importance

a small parcel to another Member State are often up to 5

of e-commerce spreading across Europe, the European

times higher than domestic prices – prevent consumers

Commission tabled a package of measures to allow

and small businesses from selling or buying more

consumers and companies to buy and sell products

across the EU, therefore, the Commission’s proposal

and services online more easily and confidently across

was to increase pricing transparency and the regulatory

the EU. The e-commerce package was made up of

controls of cross-border parcel delivery services.

legislative proposals to address unjustified geo-blocking

Clothes and sporting goods were the most purchased

and other forms of discrimination on the grounds of

online items in the EU (37% of individuals), followed by

nationality, residence or establishment, to increase

travel and holiday accommodation (31%), household

pricing transparency and correct regulatory practices

goods (26%), tickets for events (22%), books/magazines/

and strengthen the enforcement of consumer rights and

newspapers (21%), films/music (16%), telecom services

guidance to clarify, among others, what qualifies as an

(11%) and medicine (8%) (Fig. 1.11).

Fig. 1.10

Online purchases - origin of sellers (2017, %)

Source: Eurostat
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Fig. 1.11

Goods purchased online (2017, % of individuals)

Source: Eurostat
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E-commerce has a different impact on the economies

e-commerce accounted for less than 1% of the GDP.

of different EU countries. The UK had the highest E-GDP

However, e-commerce is growing in all EU countries,

(the part of GDP regarding e-commerce) in Europe

especially in those trying to catch up. Romania grew

(8%), followed by Finland (5%), Denmark (4%) and the

the most in the last year (40%), followed by Portugal

Netherlands (4%). The worst performer was Malta where

(23%), Greece (22%) and Bulgaria (22%) (Fig. 1.12).
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Fig. 1.12

E-commerce Growth (2017/2016)

Source: European Ecommerce Report 2018, Ecommerce Foundation
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1.3. REGULATORY ISSUES. OVERVIEW OF THE

development of e-commerce. In order to create a Digital

IMPLEMENTATION OF THE DIGITAL SINGLE

Single Market it is very important to improve consumer

MARKET STRATEGY FOR CONSUMERS

and business access to online goods and services across
Europe, removing the key differences between the

On 6 May 2015, the European Commission adopted the

online and offline worlds, and breaking down barriers to

Digital Single Market strategy. The Strategy is built on

cross-border online activity.

three pillars including 16 specific initiatives: 1) access:

To achieve these goals, the Commission launched several

better access for consumers and businesses to digital

initiatives. Considering that, in 2014, 75% of Europeans

goods and services across Europe; 2) environment:

used the Internet on a regular basis, only 15% purchased

creating the right conditions and a level playing field for

online from another country and only 7% of SMEs sold

digital networks and innovative services to flourish; 3)

online cross-border, the Commission updated the EU

economy & society: maximizing the growth potential of

rules (the e-commerce directive), clarified contractual

the digital economy.

rights and improved enforcement procedures (cross-

The first pillar includes initiatives to encourage the

border enforcement cooperation).
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The Communication “A comprehensive approach to

nationality, place of residence or place of establishment.

stimulating cross-border e-commerce for Europe’s citizens

The same disposition introduces an exception when

and businesses” (25.05.2016) presented a package of

the blocking or limitation of access, or the redirection

measures containing four key DSM proposals to boost

is necessary in order to ensure compliance with a legal

the potential for cross-border e-commerce in Europe:

requirement laid down by Union law, or by a Member

1) a legislative proposal on addressing unjustified geo-

State’s laws in accordance with Union law.

blocking and other forms of discrimination based on

The following art. 4 identifies specific bans prohibiting

nationality, place of residence or place of establishment

the application of different general conditions of

within the Single Market; 2) a legislative proposal revising

access to goods or service when consumers want to:

the Regulation on Consumer Protection Cooperation;

a) buy goods from a trader and either those goods are

3) a legislative proposal (Regulation) proposing measures

delivered to a location in a Member State to which the

in the area of parcel delivery; and 4) a guidance on the

trader offers delivery in the general conditions of access,

implementation/application of the Directive on Unfair

or those goods are collected at a location agreed upon

Commercial Practices.

between the trader and the customer in a Member State

On 28 February 2018, the Regulation (EU) 2018/302

in which the trader offers such an option in the general

addressing unjustified geo-blocking and other forms

conditions of access; b) receive electronically supplied

of discrimination based on a customer’s nationality,

services from the trader, other than services of which

place of residence or place of establishment within

the main feature is the provision of access to and use

the internal market, and amending Regulations (EC) No

of copyright protected works or other protected subject

2006/2004 and (EU) 2017/2394 and Directive 2009/22/

matter, including the selling of copyright protected works

EC, was adopted (taking effect from 3 December 2018).

or protected subject matter in an intangible form; c)

It aims to prevent discrimination based on customer

receive services from a trader, other than electronically

nationality, place of residence or place of establishment,

supplied services, in a physical location within the

including unjustified geo-blocking, in cross-border

territory of a Member State where the trader operates.

transactions between a trader and a customer relating

This prohibition does not prevent traders from offering

to the sales of goods and the provision of services within

general conditions of access, including net sale prices,

the Union.

which differ between Member States or within a Member

To achieve these goals, art. 3 prohibits traders to block

State and which are offered to customers in a specific

or limit, through the use of technological measures

territory or to specific groups of customers on a non-

or otherwise, a customer’s access to the trader’s

discriminatory basis. It is also forbidden to discriminate

online interface for reasons related to the customer’s

for reasons related to payment, even if the trader can
31
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withhold the delivery of the goods or the provision of

modalities for the exercising of those remedies (the

the service, until they have received confirmation that

Directive does not apply to distance contracts for the

the payment transaction has been properly carried out.

provision of services).

To ensure the compliance with the Regulation, art. 7 gives

Art. 4 prescribes conformity of the goods with the

Member States the power to designate a body or bodies

contract, while the following art. 5 defines requirements

responsible for its adequate and effective enforcement

for conformity of the goods establishing that the goods

and provide practical assistance to consumers in the

shall be fit for all the purposes for which goods of the

case of a dispute between a consumer and a trader

same description would ordinarily be used, be delivered

arising from the application of this Regulation.

along with such accessories. This includes packaging,

Art. 9 establishes a review clause providing that by

installation instructions or other instructions as the

23 March 2020 and every five years thereafter, the

consumer may expect to receive, and possess the

Commission shall report on the evaluation of this

qualities and performance normal in goods of the same

Regulation to the European Parliament, the Council and

type, and which the consumer may expect, given the

the European Economic and Social Committee.

nature of the goods and taking into account any public

To contribute to fostering growth through the creation

statement made by, or on behalf of, the seller or other

of a true Digital Single Market, to the benefit of both

persons along the supply chain, including the producer.

consumers and businesses, by eliminating the key

Art. 9 identifies consumer recourse for lack of contract

contract laws related to barriers hindering cross-border

conformity – where the lack of conformity becomes

trade, on 9 December 2015, the Commission adopted a

apparent within two years as from the relevant time for

proposal for a Directive of the European Parliament

establishing conformity – providing that in the case of a

and of the Council on certain aspects concerning

lack of contract conformity, a repair or replacement shall

contracts for the supply of digital content, and a

be completed within a reasonable time and without any

proposal for a Directive of the European Parliament

significant inconvenience to the consumer. The consumer

and of the Council on certain aspects concerning

shall be entitled to a proportionate reduction of the

contracts for the online and other distance sales

price when: a) a repair or replacement are impossible

of goods. The amended proposal of the directive

or unlawful; b) the seller has not completed repair or

was published on 31/10/2017 (2015/0288 (COD). The

replacement within a reasonable time; c) a repair or

proposal lays down certain requirements concerning

replacement would cause significant inconvenience

distance sales contracts concluded between the seller

to the consumer; or d) the seller has declared, or it is

and the consumer, in particular, rules on conformity

equally clear from the circumstances, that the seller

of goods, remedies in case of non-conformity and the

will not make the goods in conformity with the contract
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within a reasonable time. The consumer can also choose

on 17 January 2018, but it will be applicable from 17

between repair and replacement unless the option

January 2020.

chosen would be impossible, unlawful or, compared to

This Regulation sets out a number of improvements

the other options, would impose costs on the seller that

that will enable EU consumer protection laws to be

would be disproportionate, and can exercise the right to

better enforced. It provides enforcement authorities

terminate the contract by notice to the seller given by

with additional powers, setting minimum powers for

any means.

the competent authorities (art. 9), that are investigation

Regulation (EC) 2006/2004 on consumer protection

and enforcement powers, and identifying the exercise

cooperation

a

of minimum powers (art. 10): a) directly by competent

cooperation framework enabling national authorities

authorities under their own authority; b) where

from all countries in the EEA to jointly address breaches

appropriate, by recourse to other competent authorities

of Union laws protecting consumer interests in cases

or other public authorities; c) by instructing designated

where the trader and the consumer are based in different

bodies, if applicable; or (d) by application to courts

countries. The CPC Regulation links national competent

competent to grant the necessary decision, including,

authorities to form a European enforcement network

where appropriate, by appeal, if the application to grant

called the “CPC Network”. In each country, a single

the necessary decision is not successful.

liaison office is responsible for coordinating the relevant

Chapter III establishes the mutual assistance mechanism,

national authorities which cooperate on consumer

disciplining requests for information (art. 11) and for

rules on unfair commercial practices, e-commerce,

enforcement measures (art. 12), the procedure for

comparative advertising, package holidays, online selling

requests for mutual assistance (art. 13) and particular

and passenger rights.

cases excusing a refusal to comply with a request for

On 25 May 2016, to improve the existing mechanism

mutual assistance (art. 14).

for cooperation between national consumer protection

The same Regulation establishes the general principles

cooperation authorities, the Commission put forward

of cooperation when there is a reasonable suspicion that

a proposal for the reform of the Consumer Protection

a widespread infringement or widespread infringement

Cooperation Regulation and the replacing of the CPC

on a Union level is occurring (art. 16) – providing that they

Regulation by a new regulation.

shall ensure that all necessary evidence and information

After fruitful negotiations among the co-legislators, the

are gathered, and that all necessary enforcement

new CPC Regulation (Regulation (EU) 2017/2394) was

measures are taken to bring about the cessation or

finally adopted and published in the EU Official Journal

prohibition of that infringement – and the launch of a

on 27 December 2017.The Regulation entered into force

coordinated action and designation of the coordinator

(the

CPC

Regulation)

lays

down
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(art. 17). The Regulation also identifies a clearer role

concerning cross-border parcel delivery services.

of the Commission when an infringement has caused

Art. 2 establishes definitions2 of parcel, parcel delivery

harm. The Commission plays a role of coordinator of

services, parcel delivery service provider and subcontractor,

the relevant coordinated measures, asking national

while art. 3 specifies that the Regulation provides minimum

authorities to jointly investigate bad business practices

requirements allowing any Member State to maintain

and address them more efficiently.

or introduce additional necessary and proportionate

A new EU-wide market alert system has been introduced

measures in order to achieve better cross-border parcel

combining the mechanism that already existed under

delivery services, provided that those measures are

the old CPC Regulation with a wider exchange of relevant

compatible with Union law.

and necessary information. As an additional novelty,

Chapter II sets out information obligations on parcel

certain external bodies (such as consumer and trade

delivery service providers towards national regulatory

associations) will also be able to send alerts. Member

authorities (their name, legal status and form, registration

States will be required to exchange information on their

number in a trade or similar register, VAT identification

enforcement priorities every 2 years and the Commission

number, the address of their establishment and the

will produce an overview of this information making it

contact details of a contact person, the characteristics

publicly available.

of the parcel delivery services they offer, their general

Concerning measures in the area of parcel delivery,

terms and conditions for parcel delivery services, the

Regulation (EU) 2018/644 on cross-border parcel

annual turnover in parcel delivery services, the number

delivery services was adopted on 18 April 2018, entering

of persons working for them, the number of parcels

into force on 22 May 2018. It considers that the tariffs

handled over the previous calendar year in the Member

applicable to cross-border parcels and other postal

State in which they are established, the names of their

items for low volume senders, particularly for SMEs and

subcontractors and any publicly accessible price list

individuals, are still relatively high having a direct negative

applicable on 1 January of each calendar year for parcel

impact on users seeking cross-border parcel delivery
services, especially in the context of e-commerce. Art. 1
identifies the subject matter and objectives concerning:
a) regulatory controls for parcel delivery services; b)
transparency of tariffs, and assessment of tariffs for
certain cross-border parcel delivery services for the
purpose of identifying those that are unreasonably high;
c) information for consumers made available by traders
34
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1)‘parcel’ means a postal item containing goods with or without
commercial value, other than an item of correspondence, with a
weight not exceeding 31.5 kg; 2) ‘parcel delivery services’ means
services involving the clearance, sorting, transport and distribution
of parcels; 3) ‘parcel delivery service provider’ means an undertaking
that provides one or more parcel delivery services with the exception
of undertakings established in one Member State alone, that only
provide domestic parcel delivery services as part of a sale contract
and as part of the contract personally delivering goods that are
subject of that contract to the user; 4) ‘subcontractor’ means an
undertaking that provides the clearance, sorting, transport or
distribution of parcels for the parcel delivery service provider.
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delivery services) and also information obligations to

techniques to influence their choices. The regulation

consumers (art. 7). The Regulation provides the national

on unfair business-to-consumer trading practices was

regulatory authority with the power to identify, for each

established by Directive 2005/29/EC of 11 May 2005

of the single-piece postal items listed in the Annex,

in order to contribute to the proper functioning of the

the cross-border tariffs of the parcel delivery service

internal market and achieve a high level of consumer

provider that originates in its Member State and that are

protection by approximating the laws, regulations and

subject to a universal service obligation that the national

administrative provisions of the Member States on

regulatory authority objectively considers necessary to

unfair trading practices harming consumers’ economic

assess. To evaluate if tariffs are unreasonably high, the

interests. Prohibiting unfair trading practices, art. 5

national regulatory authority shall take into account the

states that a commercial practice shall be unfair if it is

domestic and any other relevant tariffs of the comparable

contrary to the requirements of professional diligence

parcel delivery services, any application of a uniform

and it materially distorts or is likely to materially distort

tariff to two or more Member States, bilateral volumes,

the economic behavior, with regard to the product

specific transportation or handling costs, other relevant

of the average consumer, to whom it reaches or to

costs and service quality standards and the likely impact

whom it is addressed, or of the average member of

of the applicable cross-border tariffs on individual and

the group when a commercial practice is directed to

SME users.

a particular group of consumers. The following orders

Art.8 provides Member States with the power to lay down

define misleading commercial practices, identifying

the rules on the penalties applicable to infringements

misleading actions (when the commercial practice

of the Regulation and take all measures necessary to

contains false information and is therefore untruthful

ensure that they are implemented. By 23 May 2020,

or, in any way, including overall presentation, deceives

and thereafter every three years, the Commission shall

or is likely to deceive the average consumer) and

submit to the European Parliament, the Council and the

misleading omissions (when the commercial practice

European Economic and Social Committee an evaluation

omits material information that the average consumer

report on the application and implementation of

needs to take an informed transactional decision

this Regulation, accompanied, where necessary, by a

and, thereby, causes or is likely to cause the average

legislative proposal for its review (art. 11).

consumer to take a transactional decision that they

EU rules on unfair trading practices enable national

would not have taken otherwise). Section 2 defines

enforcers to curb a broad range of unfair business

aggressive commercial practices setting out that a

practices. Examples of unfair business practices include

commercial practice shall be regarded as aggressive if, in

false information to consumers or aggressive marketing

its factual context, taking account of all its features and
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circumstances, by harassment, coercion, including the

examples from the case law of the EU Court of Justice

use of physical force, or undue influence, it significantly

and from national courts and administrations, in order

impairs or is likely to significantly impair the average

to make it easier to apply to national authorities and to

consumer’s freedom of choice or conduct with regard

ensure greater legal certainty for the professionals. The

to the product and, thereby, causes them or is likely to

Commission has also compiled a publicly accessible

cause them to take a transactional decision that they

database with the laws of the different EU countries that

would not have taken otherwise.

complement the Directive, as well as with the respective

In 2016, the Commission published guidelines on the

administrative and judicial decisions, references to related

implementation and application of the Directive explaining

legal literature and other relevant materials to ensure the

the fundamental concepts and norms and giving concrete

comparison of decisions and judgments of EU countries.
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2. CONSUMER EMPOWERMENT

on-year. Finally, the number of European mobile social
users in 2018 is 376 million, with an 8 percent increase
compared to 2017 (Fig. 2.1). With these numbers in

2.1. HOW TO ENHANCE TRANSPARENCY AND
CONSUMER EMPOWERMENT IN INTERNET

mind, the EU needs a high quality Digital Single Market

SEARCHES: THE EU COMMISSION PROPOSALS

and European institutions must tackle new issues,

ON ONLINE PLATFORMS

including data protection, better access to digital
goods and services for all Europeans, and respect for

The new 2018 Global Digital suite of reports from We

consumer rights over the Internet3.

Are Social and Hootsuite reveals that the number of

The success of the Digital Single Market depends

European mobile connections in 2018 is 1,106 million,

mostly on the confidence and trust of consumers.

up 0.5 percent year-on-year. Moreover, the number of

Millions of European consumers use online platforms

European Internet users is 674 million, up 6 percent

that range from small websites with a local reach to

year-on-year, and the number of European social

worldwide companies generating billions in revenues4

media users in 2018 is 448 million, up 8 percent year-

(e.g. search engines, social media, e-commerce
platforms, app stores, price comparison websites) and

Fig. 2.1

these platforms enable consumers to access goods and

Digital in Europe (2018)

services and to find online information and businesses

Source: We Are Social and Hootsuite, Digital in 2018

to exploit the advantages of e-commerce (Table 2.1).

1,200

12%

Online platforms provide opportunities for innovation

1,000

10%

and growth in the Digital Single Market but, at the

800

8%

600

6%

400

4%

200

2%

0

0%
Mobile
connection
Million

Internet
users

Social media Mobile social
users
users
Growth (right axis)

same time, they could pose significant challenges to
consumer protection and market competition.
According to the policy paper “Online platforms and
how to regulate them: an EU overview” (2018)5, the
concerns over the power of online platforms raised in
the ongoing political debate can be roughly grouped
into two categories:
3
4
5

EU Commission, “Online platforms” Report, 2016
Oxera, Benefits of online platforms, 2015
https://www.delorsinstitut.de/2015/wp-content/uploads/2018/
06/20180614_OnlinePlatformsandHowtoRegulateThem-DittrichJune2018-4-1.pdf
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1. Competition

and

market

power:

Platforms

process transactions and data. Automated decision-

generate regulatory concerns because of their

making systems are efficient and often more

expanding market power. Many platform markets

impartial than human decision makers but they can

tend towards domination by one or very few players,

also perpetuate discrimination and deleteriously

thanks to, among other things, strong network

affect European citizens. Yet, proving such a

effects and economies of scale advantages. Another

discriminatory bias can be complicated. The inner

concern is the way in which platforms are able to

logic of automated decision-making systems remains

leverage their exclusive access to vast amounts of

unclear to businesses and individuals operating on a

consumer, business and transactional data. These

platform. This so-called “algorithmic black box” also

data troves give them a constantly self-reinforcing

complicates regulatory scrutiny.

knowledge edge concerning market dynamics over

The

competitors and regulators alike.

proposals to foster an environment in which online

2. Algorithmic

discrimination

and

information

European

Commission

has

drafted

various

platforms thrive, where consumers are protected whilst

asymmetries: Most platforms heavily rely on

competition is enhanced.

automated algorithm-based decision-making to

In the 2016 Communication “Online Platforms and the

Tab 2.1

Kinds of online platforms

Source: Jacques Delors Institute – Berlin, ONLINE PLATFORMS AND HOW TO REGULATE THEM: AN EU OVERVIEW, JUNE 2018

TYPE OF PLATFORM

MAIN BUSINESS MODEL

EXAMPLE

Online marketplaces

Transaction fees

Amazon, eBay, Booking.com

Collaborative or "sharing" economy platforms

Transaction fees

Uber, Airbnb, BlaBlaCar

Communication platforms

Advertisement, subscription

Skype, WhatsApp

Social networks

Advertisement, subscription

Facebook, LinkedIn, Twitter

Search engines and specialized search tools

Advertisement

Google Search, TripAdvisor, Skyscanner

News aggregators

Advertisement

Google News

Music/Video sharing platforms

Advertisement, subscription

Deezer, Spotify, YouTube, Netflix,
Apple TV, Canal Play

App stores

Transaction fees

Google Play, Apple App Store

Payment systems

Transaction fees

PayPal, Apple Pay
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Digital Single Market – Opportunities and Challenges

Recently, the European Commission has developed other

for Europe” , it is stated that the “future Internet cannot

proposals and recommendations to ensure transparency

succeed without the trust of users in online platforms,

and consumer protection in online platforms.

and without online platforms respecting all applicable

On

legislation and the legitimate interests of consumers

Recommendation on measures to tackle illegal content

and other users”. This Communication identifies the

online. This Recommendation builds on an earlier

following guiding policy principles:

Communication on “tackling illegal content online,

1. a level playing field for comparable digital services;

towards enhanced responsibility of online platforms”,

2. ensuring that online platforms behave responsibly

adopted on 28 September 2017, and underlines the

6

to protect core values;

1

March

2018,

the

Commission

issued

a

8

political commitment of the preceding Communication.

3. fostering trust, transparency and ensuring fairness;

On 26 April 2018, the Commission proposed an EU

4. keeping markets open and non-discriminatory to

Regulation on promoting fairness and transparency for

foster a data-driven economy.

business users of online intermediation services trading

In the mid-term review of the Digital Single Market

together with the creation of an Observatory on the

strategy,

online platform economy. This initiative delivers on the

two

main

follow-up

actions

specifically

concerned online platforms:

commitment made in President Juncker’s 2017 State

1. to ensure better platform dialogue coordination

of the Union address to safeguard a fair, predictable,

within the Digital Single Market focusing on the

sustainable and trusted business environment in the

mechanisms and technical solutions for the

online economy. By adopting a harmonized framework

removal of illegal content, in order to enhance

for minimum transparency and redressing rights, it should

their effectiveness in fully respecting fundamental

protect companies that depend on online platforms

rights;

for reaching consumers, while crucially safeguarding

2. to prepare actions to address the issues of unfair

platform innovation potential9. The present proposal aims

contractual clauses and trading practices identified

at ensuring a fair, predictable, sustainable and trusted

in

including

legal environment for business users10, corporate website

exploring dispute resolution, fair practice criteria

users, providers of online intermediation services and

platform-to-business

relationships,

and transparency .
7

6
7

European Commission, Communication, Online Platforms and the
Digital Single Market Opportunities and Challenges for Europe, May
2016
https://ec.europa.eu/digital-single-market/en/policies/onlineplatforms

8

https://ec.europa.eu/digital-single-market/en/news/commissionrecommendation-measures-effectively-tackle-illegal-content-online
9 https://ec.europa.eu/digital-single-market/en/policies/online-platforms
10 “Business user” means any natural or legal person which through
online intermediation services offers goods or services to consumers
for purposes relating to its trade, business, craft or profession.
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online search engines alike. This will limit the frequency

of conduct within a principles-based legal framework. It,

and impact of harmful platform-to-business trading

therefore, seeks to provide an adequate response to the

practices occurring in certain online activities, thereby

problem identified, whilst safeguarding the innovation

safeguarding trust in the online platform economy and

capacity of online service providers. In addition, the choice

preventing further legal fragmentation of the Digital

of a Regulation will facilitate the scaling-up of providers to

Single Market. Moreover, this proposal proposes to offer

the benefit of all actors in online intermediated services,

business users and corporate website users trading in the

as common rules applicable throughout the Union will

Union an improved business environment. At the same

inherently lower compliance costs and improve legal

time, the online service providers concerned remain free,

certainty, particularly for cross-border operations.

in principle, to set the general policies for the provision of

A recent paper by Michael Mandel and Desirée van

their services and are offered the opportunity to shape

Welsum, “Perceptions versus Reality Regulating Digital

their voluntary commitments by way of industry codes

Platforms” (June, 2018)11, analyzed the proposed

Tab 2.2

Perception of online platforms expressed by business users and reality; proposed regulation and comments

Source: M. Mandel and D. van Welsum, Perceptions versus Reality Regulating Digital Platforms (June, 2018)

Perception

Reality

•

The complaint is that platforms are “unilateral- Terms and conditions should be clear and
ly dictating” terms and conditions. However, unambiguous. Changes should require a 15
allowing individual negotiation of terms and day notice
conditions would drive up transaction-related
costs, raising the price that platforms would
have to charge. At the same time, individual
negotiation would likely erode user trust –
especially for small business users who would
be worried about having to match the legal
resources of larger companies.

Platforms abuse their power by setting
uniform “Terms and conditions” of participation, and changing them at will.

Proposed regulation

Comment: Individually, negotiable terms and conditions are generally not feasible or realistic. If “terms and conditions” were to be open to
negotiation, millions of individual negotiations would greatly increase transaction-related costs. At the same time, allowing “terms and conditions” to be negotiated by each business user would likely erode user trust – not increase it. In a two-sided market where the digital platform is
serving as an intermediary between buyers and sellers, buyers on platforms want standardization when they deal with sellers. Individualized
terms and conditions would weigh against that. Second, individualized terms and conditions are likely to favor larger users with greater legal and
other resources than smaller users. For that reason, it makes sense that the proposed regulation does not require individualized terms
and conditions and the 15-day notice imposed by the proposed regulation would be sufficient.

11 http://www.progressivepolicy.org/publications/perceptions-versusreality-regulating-digital-platforms/
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Perception
•

Reality

Proposed regulation

Platforms treat business participants un- The problem is that giving out more informa- Platforms would have to reveal the main parafairly by not revealing the details of their tion on the search and ranking methodologies meters of their ranking and search
search or ranking methodologies.
has an ambiguous impact on user trust, while algorithms.
potentially increasing transaction-related
costs. Yes, more information helps business
users present themselves, but it also gives an
advantage to opportunistic sellers who manipulate the rankings. That raises transaction
monitoring costs – potentially making the platform less affordable.

Comment: Business users are confused about how platform search functions work and what kind of variables feed the algorithms that are used
to determine what products are placed where on the ranking or featured product lists and, of course, they desire more transparency. It would
seem to be a simple task for platforms to more clearly specify their search and ranking algorithm. But there are two issues. First, the search algorithm is an important part of the platform’s business model and considered intellectual property and a trade secret. But, more importantly,
increasing algorithm clarity has an ambiguous effect on user trust. Making the search or ranking algorithms completely transparent would give
the advantage to sellers who are clever enough to “game” the system, rather than those sellers who are best at serving customers. For a digital
platform to be successful, it must balance both seller and buyer needs. In the extreme case, making the search and ranking algorithms fully
transparent would force more monitoring and investigation of individual transactions to make sure the rankings are not being manipulated to
the detriment of buyers. This is likely to drive up platform costs. The proposed regulation would provide users with the general parameters
for search and ranking algorithms. The question is whether this can be done without requiring platforms to provide the sort of details
that would enable the algorithms to be gamed.
•

Platforms treat business participants unfairly by sometimes removing their products or services without adequate
warning.

Giving more warning before removing products
or services would have an ambiguous impact on
user trust, while increasing transaction-related
costs. Businesses making an honest mistake
would benefit, but so would businesses selling
fraudulent, illegal, and inappropriate products,
services and content.

The terms and conditions would have to specify the “objective grounds” for suspension or
termination decisions. Business participants
would need to be informed of the specific facts
and reasons for the removal of their products
or services, or their suspension or
termination.

Comment: Giving more warning before removing products or services would have an ambiguous impact on user trust, while increasing transaction-related costs. It is important here to distinguish between two main, but quite different, scenarios for delisting products and services. One is
the case where a business user does not meet the platform’s minimum standards for functionality, and the other is delisting because of breach
of conditions. In the former case, business users are usually notified by the platform that they will be delisted unless their performance improves. However, delisting because of breach of conditions is usually with shorter notice. Such breaches include the platform’s legal obligations (e.g.,
regarding hate speech or the sale of illegal items), intellectual property rights (IPR), or fraud and consumer safety. Some platforms tend to act
quickly to start the delisting process when they receive an IPR infringement claim, due to the liability of platforms under the e-commerce
Directive. The proposed regulation requires platforms to specify the “objective grounds” for suspension or termination decisions in the
terms and conditions. Given the fast-moving and changing nature of online intermediation services, this can create too much space
for new and innovative types of fraud or inappropriate behavior – especially when combined with the requirement of a 15-day notice
change.
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Perception

Reality

Proposed regulation

•

Platforms would lose their users’ trust if they
were perceived to unfairly favor their own
products and services and undercut business
users.

Platforms would have to include in their terms
and conditions a description of any “differentiated treatment” given to their own goods and
services.

Platforms act to give their own products
or services an unfair advantage.

Comment: The regulation strikes a middle ground by requiring the platform to announce if they are giving their own goods and services “differentiated” treatment, but not banning it. The question is how detailed the description needs to be.
•

Platforms deny business data on their Providing businesses with more data on custo- Terms and conditions should describe the acown costumers and transactions to get mers has an ambiguous effect on user trust. cess of business users to data provided by buan unfair advantage.
Moreover, some of a platform’s refusal to share siness users or consumers.
data is the result of existing EU regulations to
protect consumers and business users under
privacy, competition or other regulations.

Comment: The broader question is, then – What type of data should be provided and what type should be controlled? It is important to bear in mind
that the group of business users most platforms engage with is very heterogeneous and ranges from one-person users/companies that may have
little understanding of legal issues or platform business models, to very large companies with legal and business analytics departments fully resourced to exploit information to the maximum. What is important is that the data boundaries be applicable to everyone. For example, the interviews
discussed in the OPE study report where, in the case of e-commerce platforms, “The main wish from business users in e-commerce is to obtain access
to email addresses of clients so they can communicate directly with them”. This seems innocuous in the case of a small business that wants to deepen
its relationship with its customers. But the same rule applied to a very large company with many customers simply turns the platform into a massive
email-harvesting operation. This is not an acceptable outcome. Once again, the proposed regulation opts for a middle ground by mandating
transparency, but not creating extra requirements for provision of data.
•

Business
users
of
platforms Platforms that do not provide effective redress Platforms must have an effective internal redo not have effective means to register procedures risk losing user trust. However, dress system, which mandates appeals to an
their complaints and problems and achie- many of the complaints about redress procedu- outside mediator if requested by the user.
ve redress.
res really reflect other misperceptions about
the economic and commercial environment
platforms face.

Comment: The question is whether mediation, as provided for in the proposed regulation, is the most effective avenue for redress. On
the one hand, it provides an alternative to the court system. On the other hand, developing an effective and knowledgeable set of mediators will be
expensive and take time. Moreover, mandatory mediation has the potential to drag out the resolution process – especially in the case of users accused of committing fraud. It may be that improved redress procedures lessen the need for mediators.

regulation, described above. This essay examines six

the perceptions of business users often don’t account

perceptions of platform unfairness in light of the reality

for the competitive and reputation reality faced by

of transaction-based costs and user trust. It shows how

platforms. For each perception, the authors consider the

these perceptions, in some cases, correctly identify

associated remedy outlined in the proposed regulation

platform behavior, but misunderstand the reasoning

and discuss the pros and cons of the different aspects

behind the behavior. Other perceptions misunderstand

of the proposed regulation. Table 2.2 summarizes what

the economic incentives of platforms. In particular,

emerged from the study.
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Finally, last April, the European Commission proposed

trusting in the platform. Moreover, the great majority

a new legislative package, named “A New Deal for

of respondents (83%) think that all platforms should

Consumers” – analyzed in detail in the last chapter – that,

include information on the way they order the results

among various objectives, also aims at strengthening

of a search as this would make users more confident

consumer rights online. Specifically, one of the aims

and trusting in platforms and, in general, would lead to

of this proposal is to ensure more transparency in

a better service for users. Related to contractual party

online market places. In the case of online purchases,

identification, 84% of those interviewed declared that

consumers will have to be clearly informed if they are

all platforms should include information about who is

buying products or services from a trader or from a

actually selling the goods or services presented in the

private person, in order to know if they have rights that

platform, and around the same percentage agreed that

protect them if something goes wrong.

Internet platforms should be required by law to include

Today, when consumers visit an online marketplace,

information about who is actually selling the goods of

they do not always know from whom they are buying

services on the platform (Figure 2.2). Furthermore, the

(from a professional trader or another consumer). The

majority of respondents agreed that such information

new rules would require online marketplaces to clearly

would make users more confident and trusting in

inform consumers about the identity of the party they

platforms and, in general, that this would lead to a better

are contracting with. The Commission also proposes to

service for users.

clarify that all online platforms must distinguish search

The New Deal for Consumers also seeks to modify

results based on payments received from other traders

consumer protection in free digital services (cloud

from ‘natural’ search results, and online marketplaces

storage, social media and email accounts), as consumers

should provide the main parameters determining the

provide their personal data, instead of money, for these

ranking of the results. This will increase transparency in

free services. Parallel to the GDPR, consumers will also

online marketplaces .

benefit from certain information rights and will have the

According to a survey (2018) published by the EU

right to “terminate the contract for digital services within

Commission in a study on the transparency of online

the 14-day right-of-withdrawal period”. This will “remove

platforms , about 82% of respondents said that knowing

the contractual basis for the processing of personal

how results were ranked made them more confident and

data…” and “…trigger the application of the rights

12

13

14

provided by the GDPR, e.g. the right to be forgotten and
12 http://europa.eu/rapid/press-release_IP-18-3041_en.htm
13 European Commission, Communication, A New Deal for Consumers,
April 2018.
14 European Commission, Behavioural study on the transparency of
online platforms, 2018

the right to data portability.”
Creating appropriate framework conditions and the
right environment is deemed essential to facilitating and
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fostering the emergence of EU-based online platforms.

requirements

Protecting the legitimate interests of consumers and

part of information society services and sets out the

other users from unfair trading practices is one of the

intermediary liability regime (Articles 14 and 15). In

most important challenges facing the EU. Where this

parallel, Directive 95/46/EC on Data Protection, includes

is concerned, the main EU legislation relevant to the

a broad range of consumer protection provisions.

for

commercial

communications

as

protection of consumers using online platforms also
2.1.1. The usage of online comparison tools:

includes the Unfair Commercial Practices Directive

focus on the energy and insurance sectors

2005/29/EC (UCPD) and the Unfair Contract Terms
Directive 93/13/EEC (UCTD), as well as Directive 2011/83/

As previously mentioned, in 2017, 65% of individuals in

EU on Consumer Rights (CRD). Other EU legislation

the EU used Internet to find information about goods

regarding online platforms includes Directive 2000/31/

and services15. Therefore, many consumers search for

EC on certain legal aspects of information society services

information on websites related to their consumption

(e-commerce Directive). This establishes information

choices. Faced with increasingly complex information

Fig. 2.2

Results of the EU survey on online platforms

Source: European Commission, Behavioural study on the transparency of online platforms, 2018

Knowing how the platform ordered the results of the search made
me more conﬁdent and trusting in the platform
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15 Eurostat
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and choices online, consumers are increasingly using
digital comparison tools that guide them in making a
decision. Seen as tools of consumer empowerment,

Fig. 2.3

Source: CMA, Digital comparison tools market study, 2017

price comparison services allow customers to compare
product offerings of online sellers, to reveal information
on the alternatives and are seen as shifting the
traditional asymmetries of information and power
between consumers and suppliers. According to the

% of all internet users
100%
90%
80%
70%

report, “Digital Comparison Tools Market Study” (2017)

60%

of the Competition and Markets Authority in the United

50%

Kingdom, these tools offer two types of benefits.

40%

Firstly, they save time and effort in searches and make

30%

comparing easier and more appealing, above all for
household services that are often complicated and not
of immediate interest. Secondly, they make suppliers
compete more to provide lower prices and better
consumer choices16.

Proportion of people that know of and have
used digital comparison tools in the UK

20%
10%
0%
Aware of digital comparison
tools

Have used digital
comparison tools

Note: The research involved an online survey of over 4,000 consumers and
32 face-to-face interviews with an observational exercise

In 2010, more than 80% of European consumers already
used price comparison websites in the travel sector,

purchasing (Figure 2.3) and in 2015 it was estimated

with five out of ten using them at least once a month.

that consumers made 11 million transactions through

The trend has grown further with the growing use of

comparison tools in four sectors alone.

smartphones and tablets which allow consumers to

Moreover, according to the survey, the significance of

access and compare information on prices, quality and

digital comparison tools (DCTs) as a sales channel varies

product specifications in all sectors at any time .

sector by sector; in some sectors consumers have been

The CMA consumer survey found that 97% of UK

benefiting more from using DCTs than in others. However,

consumers are aware of digital comparison tools and

DCTs are more important (in terms of sales volumes) in

85% of UK consumers with access to the Internet have

motor insurance followed by home insurance, and less

used online comparison tools at least once before

important in credit cards and broadband to acquire new

17

16 https://www.gov.uk/government/publications/digital-comparisontools-summary-of-final-report/digital-comparison-tools-summaryof-final-report
17 http://europa.eu/rapid/press-release_MEMO-17-845_en.htm

business. In broadband, about 10% of sales are via DCTs
compared with about 55% for motor insurance (Fig. 2.4).
The level of usage varied among sectors and in the
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Fig. 2.4

The significance of DCTs as a sales channel in
terms of sales volumes in 2013-2015 in the UK

Source: CMA, Digital comparison tools market study, 2017

Fig. 2.5

Use of comparison sites in the last 12 months
among all Internet users in the UK, by sector

Source: CMA, Paper A: Consumer views, behaviour and experiences, 2017
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insurance and travel sector there was a higher use of
these tools. For example, 44% of all UK consumers used
DCTs to compare offers or search information on prices
in motor insurance sector (Figure 2.5) in comparison to
10% of all consumers in credit cards.

Fig. 2.6
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shopped around in each sector, the proportion of DCT

Home insurance

users was high, ranging from 52% in broadband to 84%

Flights

in motor insurance. For credit cards, although only 10%

Hotels

of all Internet users used a comparison site in the last

Energy

12 months, this represented a large proportion (61%) of

Travel insurance

those who shopped around in this sector for the same

Credit cards

period (Fiig. 2.6). Therefore, use of these tools is on the
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Source: CMA, Paper A: Consumer views, behaviour and experiences, 2017

Motor insurance

home insurance collectively saw a growth of 12% in visits

40%

Use of comparison sites in the last 12 months
among those shopping around in each sector
in the UK

However, if we consider the percentage of those who

increase – for instance, the largest comparison tools for

20%

0%

20%

40%

60%

80%

100%

2 • Consumer empowerment

Fig. 2.7

level, online tools comparing offers are considered a

Comparison sites most commonly used
in the UK

prerequisite for knowledge of the options available on

Source: CMA, Paper A: Consumer views, behaviour and experiences, 2017

the market and for consumer empowerment, but there
are still some consumers who have still not used these

% to visit each comparison site

tools. According to the CMA survey, the main reasons

TripAdvisor
Comparethemarket
GoCompare
Booking.com
Moneysupermarket
Confused.com
MoneySavingExpert
Autotrader
Lastminute.com
Hotels.com
Expedia
Skyscanner
Trivago
uSwitch

consumers have not used a digital comparison tool are
a lack of consideration, a preference for alternatives or a
range of negative views about comparison sites (Fig. 2.8).
Online

comparison

tools

do

not

have

unique

characteristics as there are many different types of
comparison sites on the market that also vary regarding
services offered in different countries (above all, in terms
of objective, activities, website operator status, business
model and remuneration, comparison method). Some
0%

10%

20%

30%

40%

50%

60%

are only limited to comparing information on prices
and the main product features while others provide

in 2016 compared to three years before18.

additional services.

Finally, the most commonly used comparison sites in

In general, four types of comparison tool models can be

the UK were TripAdvisor with 43% of users, followed

found in Europe:

by Comparethemarket (42%), Booking.com (38%) and

1) commercial websites run by the private sector;

GoCompare (38%) . Other comparison sites also widely

2) commercial websites run by the private sector but

19

used were Lastminute.com (25%), Expedia (24%) and
Skyscanner (23%) (Figure 2.7).
Comparison tools can play a positive role in encouraging

certified by the National Authority;
3) non-commercial websites run by consumer and/or
industry associations;

consumers to go online as they can help identify better

4) non-commercial websites run by public authorities.

deals. Portals equipped with interactive tools comparing

Comparison tool offers seem to be very widespread in the

offers are spreading throughout Europe and worldwide,

energy and insurance sectors. In the energy sector, at the

proof that these tools have become a successful

regulatory level, the provision to guarantee the availability

means in many countries. Indeed, also at a European

of at least one independent and verified comparison tool

18 CMA, Digital comparison tools market study, 2017
19 CMA, Paper A: Consumer views, behaviour and experiences, 2017

for all consumers has already been introduced in the
European Commission Communication, “A New Deal for
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Energy Consumers”, published on 15 July 2015.

and ensuring that certified comparison tools continue to

The European Commission’s views on the role and

meet the established criteria.

functions of price comparison tools in the EU Internal

In order to optimize the energy comparison tools, at the

Energy Market can be understood from the Winter

end of 2017, the Council of European Energy Regulators

Energy Package of November 2016 and Article 14 of the

(CEER) published guidelines that update the previous

Proposal for a Directive from the European Parliament

version of 2012. The Council of European Energy

and the Council on common rules for the internal market

Regulators, in the “CEER White Paper series on the

on electricity.

European Commission’s Clean Energy Proposals, 30 May

The Winter Energy Package underlines that the

2017”, clearly supported the European Commission’s

comparison tools may be operated by any entity,

proposals on price comparison tools regarding:

including private companies and public authorities

■■ ensuring access, free of charge, to at least one

or bodies, and customers must be informed on the
availability of such tools. The EU Member States are

reliable tool comparing the available offers;
■■ being operated by any entity, including private

also required to appoint an independent competent
authority responsible for certifying comparison tools
Fig. 2.8

companies and public authorities or bodies.
However, some certification issues met the opposition

Consumers’ reasons for not using comparison sites in the UK

Source: CMA, Paper A: Consumer views, behaviour and experiences, 2017
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of the European Energy Regulators, which argued that:

System (SII), based on the guidelines provided by the

■■ certification of reliable price comparison tools

Italian independent regulator, ARERA.

should not be imposed by European legislation as

As an example of a best practice, in terms of navigability

different local market maturity requires tailor-made

and interface quality, it is possible to highlight the portal

local solutions;

activated by Academia ADENE (poupaenergia.pt), a

■■ public certification would not be appropriate for

Portuguese non-profit organization that manages the

public price comparison tools, which by their nature

energy certification system of buildings. Other portals

should be independent and reliable.

include the French energie-info.fr and the Belgian Walloon

The CEER further stated that general consumer (rather

compacwape.be and the Brussels Region’s brusim.be. In

than sector-specific) legislation is a more efficient means

Great Britain, Greece and the Netherlands, there are also

to enforce reliability of comparison tools.

accredited comparison price sites for the energy sector21.

Moreover, on 24 October 2017, the ACER/CEER’s

The comparative sites also represent a new frontier

Presentation of the “6th Annual Report on Monitoring

for distribution in the insurance sector, stimulating

the Electricity and Natural Gas Markets” recommended

consumers to find the best prices and products,

that there should be:

thus

■■ at least one reliable comparison tool per EU

comparison websites especially play an important role

encouraging

market

competition.

Insurance

in the French insurance market. They are frequently

Member State;
■■ price and non-price transparency guaranteed,

consulted by Internet users and are increasingly used

enabling consumers to filter out offers of additional

in the comparison, choice and purchase of insurance

services in comparison tools.

policies. In May 2012, the consultative Committee of the

20

Therefore, in the energy sector, price comparison tools

Financial Sector (CCSF), made up of industry participants

are increasing in popularity as a means for all consumers

and consumer association representatives, issued, on

to find and switch to the best and most appropriate

the request of the Ministry for Economy, Finance and

tariff. Such tools can now be found in many countries.

Industry, an opinion on insurance comparison websites

In Italy, for example, since July consumers and small

in vehicle and homeowner insurance to reinforce their

businesses have been able to choose the electricity

transparency and quality. In March 2013, another

and gas supplier that best suits their needs through the

opinion

independent comparison portal created by Acquirente

comparison websites. The principles adopted by the

Unico, which manages the Integrated Information

CCSF concern the information provided to Internet

20 https://www.emissions-euets.com/internal-electricity-marketglossary/1426-price-comparison-tool-pct

21 https://ec.europa.eu/energy/sites/ener/files/documents/vcwg2013_instruments_and_practices_0.pdf

was

issued

concerning

health

insurance
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users on the website itself (e.g. identification and status

the market. The service is free and anonymous with the

of the comparison website, economic ties, presentation

user answering a questionnaire but not providing any

of offers, etc.), the selection of offers (e.g. number of

personal details.

partners the request is sent to, price display, information

Today, the Commission’s goal is to ensure the right

update) and personal data protection.

enforcement of comparison tool legislation, such as the

In the UK, the FCA (Financial Conduct Authority)

22

has

been monitoring the growth and development of price

Unfair Commercial Practices Directive and the Consumer
Rights Directive, and to improve transparency25.

comparison websites since 2006. In May 2008, the FCA
conducted a study on general insurance comparison
websites looking at how consumers used 17 comparison

2.2. CUSTOMER CARE 2.0

websites. This study identified both good and bad

AND THE OMNI-CHANNEL APPROACH:

practices in obtaining vehicle insurance quotes, however,

APP, SELF-CARING AND SOCIAL NETWORKS

the FCA believes the experiences could apply to all general
insurance groups. In November 2008, the FCA conducted

The spread of the Internet and the penetration of mobile

a second stage study on comparison websites visiting

devices is revolutionizing the traditional relationship

firms that represented over 50% of the market. The FCA

between business and consumers, not just in redesigning

found that firms had made significant improvements and

the phase of information search but also regarding post-

were consistently providing clear, fair and non-misleading

sales management. Technological progress is favoring

information. However, the FCA also identified areas where

a gradual shift of customer support activities towards

comparison websites should be improved. The FCA has

digital channels (eCare) leading to a radical rethinking

continued to monitor and engage with the industry and

in customer care. Nowadays, most companies use a

also launched further studies on insurance comparison

combination of online and offline strategies that not

23

websites in November 2013 .

only help consumers make informed decisions, but

In Italy, the Single Estimator for motor liability insurance

also add value throughout their buying experience. As

(“Tuo Preventivatore”) is an information service set up

a result, the role of digital customer experience and

IVASS on behalf of the Ministry of Economic Development.

the implementation of an omni-channel approach to

“Tuo Preventivatore” is a tool to compare, based on

potential customers has become essential.

pricing, the vehicle insurance quotes of all companies on

The digital revolution has changed the habits and

24

needs of consumers that want to interact with
22 https://www.fca.org.uk/publication/thematic-reviews/tr14-11.pdf
23 EIOPA, Report on Good Practices on Comparison Websites, 2014
24 http://www.tuopreventivatore.it/prevrca/prvportal/index.php
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25 EU COMMISSION, Comparing products in the Digital Single Market:
evidence on problems and directions for solutions.
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companies through tools such as instant messaging

response to their requests or problems.

and

artificial

According to some estimates (2017), worldwide 1 in 3

intelligence and machine learning are improving the

social media users prefer social media customer care

service experience and helping companies to become

services to the telephone or email. An estimated 67% of

the perfect partner Therefore, companies that wish to

consumers now use social media networks like Twitter

survive in this environment must necessarily change

and Facebook to seek resolution for issues. Nearly 70%

their business model to meet the new demands. In

of consumers have said that they have used the social

this dynamic context, an important role is played by

media for issues to do with customer service on at least

the social networks that are often the first point of

one occasion26.

contact between consumers and brands and, for this

In the EU, 54% of individuals use the Internet to

reason, protecting and monitoring of this channel

participate in social networks (Fig. 2.9). This share

is very important. Users, through social networks,

ranges from 75% in Denmark and 72% in Belgium to

expect to be effectively understood and have a quick

43% in France and Italy.

chat-bots.

Fig. 2.9

In

addition,

Big

Data,

Participating in social networks (creating user profiles, posting messages or other contributions to Facebook,
Twitter, etc.) (2017, % of individuals)

Source: Eurostat
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26 https://www.socialmediatoday.com/social-business/social-media-customerservice-statistics-and-trends-infographic
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Among

social

network

platforms,

Facebook

still

at the start of 2018, followed by YouTube with 1.5 billion

dominates the global social landscape, with total users

of active users (Fig. 2.10).

up 15 percent year-on-year to reach almost 2.17 billion

Both WhatsApp and Facebook Messenger grew twice

Fig. 2.10

Worldwide active users of key social platforms (in millions)

Source: We Are Social, Digital in 2018
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Fig. 2.11

Use of social networks (e.g. Facebook, LinkedIn, Xing, Viadeo, Yammer, etc.) (% of enterprises)

Source: Eurostat
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as fast as the core Facebook platform though, with the

If a brand responds to at least 65% of public audience

number of people using each messenger app up by 30

questions on Facebook and/or Twitter, it qualifies as

percent year on year .

“socially devoted”. The benefits of social devotion are

Therefore, companies are aware of the importance of

clear – socially devoted brands get 3.5 times more

social networks in the relationship with the consumers to

interactions than their less-responsive counterparts28.

obtain opinions or reviews or answers to their questions

Fig. 2.12 shows the ranking of the most socially

and for this reason use of social media has become a

devoted worldwide industries on Facebook and Twitter.

part of their strategy for integrating information and

Telecommunications is by far the most open and reactive

communication technologies (ICT) in their business. In

industry on Facebook and Twitter, answering questions

the European Union, social networks are the most used

to 86% and 49%, respectively, of its likers/followers.

form of social media by enterprises and, compared to

Then, airline and finance sectors follow with fairly high

2014, their use has strongly increased in all European

rates of response.

27

countries (Fig. 2.11).
27 https://wearesocial.com/blog/2018/01/global-digital-report-2018

28 https://www.socialbakers.com/free-social-tools/socially-devoted/
q2-2018/
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Fig. 2.12

Top social care industries (2018)

Source: https://www.socialbakers.com/free-social-tools/socially-devoted/q2-2018/
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Another approach adopted by companies is to provide

customers, boosting customer-to-customer relationships,

self-caring tools, through the creation of app or web

and improving company-customer relationships.

self-service portals that allow users to access their

Some of the benefits of employee and customer self-

information and perform relatively uncomplicated

service portals are:

activities without any support from customer service.

■■ reducing customer service costs

According to Salesforce , an increasing number of

■■ increasing agent productivity

businesses are recognizing the benefits of reliable

■■ teaching customers new skills

and dedicated self-service portals for improving the

■■ boosting site traffic

company’s overall brand image. Self-service portals

■■ leveraging personalized information

provide customers with instant access to information,

■■ increasing positive customer recommendation

allow personalization, and save valuable time and

■■ senriching social engagement.

organizational resources. Moreover, a self-service portal

Consequently, 60% of global businesses expect to

is also an extremely efficient way of outreaching to new

implement self-service portals within the next 12–18

29

months.
29 https://www.salesforce.com/hub/service/self-service-portals/
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Apps are also important tools able to significantly
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Fig. 2.13

Number of worldwide mobile app downloads
(billions)

empower consumers. As shown in Fig. 2.13, in 2017,
consumers downloaded 178.1 billion mobile apps to
their connected devices. In 2022, this figure is projected

Source: Statista

to grow to 258.2 billion app downloads.

300

In terms of downloads, Google Play continues to
dominate even if the Apple App store is able to generate

250

more revenues. The global iOS app revenue topped $

200

38 billion last year compared to $ 20.1 billion earned by
Android developers (Fig. 2.14).

150

Games apps from Apple remain the most popular App
100

Store category but business apps were the second-most
popular category, with a share of 9.77 percent of all

50

active apps being business apps (Fig. 2.15)
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Fig. 2.15

Top app categories in Apple store (% of available apps)

Source: https://www.slideshare.net/R-StyleLab/most-popular-app-store-categories-trends-tips-market-insights
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2.3. CUSTOMIZATION, PROFILING

operations. More and more shoppers are already using

AND THE POTENTIAL ROLE

so-called ‘voice commerce’ on home-based devices to

OF ARTIFICIAL INTELLIGENCE

replenish household supplies and groceries. AI is also
helping stores optimize real-time inventory and improve

Artificial intelligence is moving very rapidly into the

shelving techniques. The technology is also transforming

consumer packaged goods and retail sectors. According

logistics and delivery, as well as revolutionizing how

to IDC (2018) , retail will overtake banking in 2018

companies profile and segment customers31.

to become the industry leader in terms of cognitive/

Relative to customer profiling, marketers can benefit

AI spending. Retail firms will invest $3.4 billion

from AI to automate the individual personalization

worldwide this year, especially in automated customer

of product and service offerings across customer

service agents, expert shopping advisors and product

channels, including email campaigns, in-app and website

recommendations and merchandising for omni-channel

recommendations, social media engagement and online

30

advertising. Upsells and complementary products can
30 IDC, Worldwide spending on Cognitive and Artificial Intelligence
Systems will grow to $19.1 billion in 2018, according to New IDC
Spending Guide, March 2018.
60

31 PWC, Global Consumer Insights Survey 2018, Artificial intelligence:
Touchpoints with consumers
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be automatically targeted at the right customer at the

globally said they currently own AI devices, such as

right time. Moreover, with AI, companies can vastly

robots and automated personal assistants like Amazon

expand the data used to get individual personalization

Echo or Google Home, nearly one in three (32%) said

right, including critical customer variables like real-time

they plan to buy an AI device and although 58% said they

location, context, behavior and values. Location, for

have no interest in owning an AI-based device, interest

example, can help you target customers in a specific

is likely to increase as the technology matures (Fig. 2.16).

geographical area. Context can affect your messaging

According to PwC’s survey, Asian consumers appear

based on factors like the season or weather, or whether

to be the most receptive to adopting AI devices for

a customer is traveling with family when they normally

shopping. In China’s massive consumer market, more

travel alone for business. Understanding values, like

than one in five respondents (21%) already own an

whether a customer is vegetarian, can ensure you avoid

AI device and more than half (52%) plan to buy one.

making offensive offers. And by knowing a customer’s

The story is similar in Vietnam (19% own, 45% plan

typical behavior, you can precisely adjust for how

to), Indonesia (18% own, 49% plan to), and Thailand

the customer engages and what might affect that

(15% own, 44% plan to). Asian consumer openness to

engagement in order to fine-tune marketing efforts32.

buying AI devices reflects their preference for voice

Various estimates predict the potential role of artificial
intelligence in the relationship between companies and
consumers. For example, Servion’s estimates predict
that AI will power 95 percent of all customer interactions

Fig. 2.16

Ownership of any artificial intelligence
(AI) devices (robots, automated ‘personal
assistants’)

Source: PWC, Global Consumer Insights Survey 2018

by 2025, and it will do it so effectively that customers

Consumers own any AI devices

will not be able to “spot the bot.” Gartner says that 85%

Consumers plan to buy AI devices

of customer relationships will take place without human

Consumers have no interest in owning an AI device

interaction by 2020.
10%

Moreover, PwC’s 2018 Global Consumer Insights
Survey, conducted on more than 22,000 consumers in
27 territories across the globe, found that, even though
it’s still early days for the technology, the outlook for
AI devices is promising. While just 10% of respondents

32%
58%

32 https://www.forbes.com/sites/forbesagencycouncil/2018/04/17/
three-ways-artificial-intelligence-can-enhance-yourpersonalization-strategy/#4bcea03a5159
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Fig. 2.17

Ownership of AI: Top 10 countries (% of consumers)

Source: PWC, Global Consumer Insights Survey 2018
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interaction with electronics, as well as lower levels of

to help us in our research and to anticipate our needs, as

concern about online privacy and security. In contrast,

well as being able to “learn” in order to refine and improve

demand is generally lower in developed markets. In

the offered experience. Although they originally began

the US, the UK, and France, current adoption levels

back into the 1950s, only recently has there been talk of the

are around 15%, and about a quarter of respondents

concrete possibility of integrating chat-bots into business

in these countries say they plan to buy an AI device.

processes, with a view to digitizing companies. Chat-bots

Brazil stands out as the market having the greatest

revolutionize the interaction between the company and

upside potential, with 59% of respondents looking

the customer, changing the communication and usability

forward to buying a device. Rounding out the top

of how a user can gather information. By 2020, according

10 countries, respondents in Italy and Poland also

to Oracle, 80% of companies will use chat-bots to interact

showed a growing strong interest, as around 40% of

with their customers.

respondents plan to buy an AI device (Fig. 2.17).

In 2016, the largest market share was reserved for chat-

Despite these data and estimates, most people have

bots in the financial and insurance sector (41%), followed

a limited understanding of AI, although many digital

by the public sector (15%), retailing and e-commerce

platforms already use AI technology. According to a

(15%) and travel and tourism (10%) (Fig. 2.19)

global survey of ARM, for example, a quarter of Siri users
did not know that AI powered the personal assistant, and
awareness of AI-style tech driving other popular apps is
even lower (Fig. 2.18).
2.3.1. The use of chat-bots in the relationship
between consumers and companies
In this super dynamic environment, chat-bots enter

Fig. 2.19

Chat-bots market share (2016)

Source: Technavio, Global Chat-bot Market 2017-2021

Banking, ﬁancial services and insurance
Government
Retail and e-commerce
Travel and Hospitality
Other

and promise a faster and more intelligent experience

19%

in line with consumer expectations. A chat-bot can be
defined as an artificial intelligence system that has a solid
groundwork of knowledge to interact with and have a

41%
10%

natural conversation with a user. In other words, a chat-bot
is a software that allows someone to chat on websites and
instant messaging services (such as Facebook, Telegram,

15%
15%

etc.). In addition to answering questions, chat-bots are able
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The global chat-bot market is expected to grow at a

to communicate with businesses over the same time

CAGR of more than 37% during the period 2017-2021.

period, it is still a significant number and, in the months

Especially in the public sector it should grow by more

and years to come, this number is expected to grow

than 42% worldwide. In addition, the retail sector may

considerably (Fig. 2.21).

show the fastest growing markets for chat-bots during

The most common predicted uses for chat-bots,

the forecasted period thanks to major e-commerce

reported by consumers, included getting quick answers

platforms around the world such as Amazon, Alibaba,

to questions in an emergency (37%), getting detailed

Flipkart, Snapdeal and Walmart (Fig. 2.20).

answers or explanations (35%) and resolving a complaint

According to the study “State of Chat-bots 2018”, based

or problem (35%) (Fig. 2.22)

on a survey of 1,000+ adults, aged 18-64, which was

The most common potential benefit of chat-bots that

conducted in the United States between October 30 and

consumers pointed out was the ability to obtain the 24-

November 6, 2017, using SurveyMonkey Audience, 15%

hour service offered (64%), following by the immediate

of consumers had used chat-bots to communicate with

response to inquiries (55%) and receiving answers

businesses in the previous 12 months. While this is only

to simple questions (55%) (Fig. 2.23). The report also

one quarter of the amount that used phone and email

considered the doubts of the users about the use of

Expected chat-bot market growth
(CAGR 2017-2021)

Source: Technavio, Global Chat-bot Market 2017-2021

Fig. 2.21

Source: State of Chat-bots 2018
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Fig. 2.22

Predicted use cases for chat-bots according to U.S. consumers

Source: State of Chat-bots 2018
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chat-bots. Not all consumers are ready to abandon

included was a preference for dealing with a human

human-to-human interactions entirely, and some are not

(43%), followed by a general fear of the chat-bot making

sure they trust the technology to perform certain tasks

a mistake, such as during a purchase or while making a

without making mistakes. Indeed, the most common

reservation (30%), and being locked into using chat-bots

potential resistance to using chat-bots that consumers

only through Facebook (27%) (Fig. 2.24).

Fig. 2.24

U.S. Consumers’ doubts about chat-bots

Source: State of Chat-bots, 2018
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3. CONSUMER PROTECTION
IN THE DIGITAL ECONOMY

persons with regard to the processing of personal data
and rules related to the free movement of personal
data and protects the fundamental rights and freedom

3.1. OVERVIEW OF THE MAIN EU
CONSUMER PROTECTION RULES

of natural persons, particularly, their right to personal
data protection. By establishing the principles related to
personal data processing, art. 5 states that personal data

3.1.1. Data protection

shall be processed lawfully, fairly and in a transparent

Privacy regulation is instrumental in fostering consumer

manner relative to the data subject, collected for

trust in the digital society. In early 2016, the EU reformed

specified, explicit and legitimate purposes. It should not

the legal framework on data protection and issued

be further processed in a manner that is incompatible

the General Data Protection Regulation (GDPR) –

with those purposes, but should be adequate, relevant

Regulation 679/16 – entering into force on 25 May 2018,

and limited to what is necessary in relation to the

in order to protect all EU citizens from privacy and data

purposes for which it is processed. It must be accurate,

breaches in an increasingly data-driven world, vastly

and kept in a form which permits the identification of data

different to when the 1995 Directive was presented.

subjects and stored for no longer than it is necessary for

The GDPR sets the foundations for the lawfulness

the purposes for which the personal data is processed,

of data processing, clearly indicates times, contents

ensuring appropriate personal data security.

and modalities of information, defines the rights of

The following art. 6 sets the conditions for the lawfulness

the interested parties (access, cancellation-forgetting,

of processing and in the presence of a consent given

limitation of treatment, opposition, portability), identifies

by the data subject, when processing is necessary

the subjective characteristics and responsibilities of

to carrying out a contract to which the data subject is

owners and data controllers and regulates international

party, or in order to take steps to meet the request of

data transfers.

the data subject prior to entering into a contract. This

The key-principle of the discipline is “privacy by design”,

is for compliance with a legal obligation to which the

by which we refer to the choice of guaranteeing data

controller is subject, in order to protect the vital interests

protection rights from the planning and design stage

of the data subject or of another natural person, and

of a treatment preventing possible critical issues (for

for the performance of a task carried out in the public

example, the provision of impact assessments before

interest or in the exercise of official authority vested in

data processing).

the controller and for the purposes of the legitimate

Concerning subject-matter and objectives, the GDPR

interests pursued by the controller or by a third party.

lays down rules relating to the protection of natural

This is valid except where such interests are overridden
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by the interests or fundamental rights and freedoms of

concerning them without undue delay and the obligation

the data subject which require protection of personal

– in the presence of specific conditions – of the controller

data, in particular, where the data subject is a child.

to erase personal data without undue delay.

Regarding consent, art. 7 establishes that the data

Other important provisions concern the right to data

controller must prove the presence of consent, stating

portability (art. 20) and the right of the data subject to

that if it is provided through a written declaration also

receive the personal data in a structured, commonly

covering other issues, the request for consent must be

used and machine-readable format with the right to

presented in a manner clearly distinguishable from other

transmit said data to another controller.

subjects, in a comprehensible and easily accessible form,

Regarding the controller and the processor, Chapter

using a simple and clear language. The same provision

IV establishes features of their responsibility, sets the

recognizes the right of the interested party to withdraw

obligation to implement appropriate technical and

their consent at any time, providing that the withdrawal

organizational measures to ensure a level of security

of consent is expressed with the same ease with which

appropriate to the risk, encourages the drawing up

consent is granted.

of codes of conduct intended to contribute to the

Art. 15 acknowledges the data subject’s right of access

proper application of the Regulation. It also provides

to data and some information concerning the purpose

the establishment of data protection certification

of the processing and defines the categories of data

mechanisms and of data protection seals and marks

in question, the recipients or categories of recipients

for the purpose of demonstrating compliance with

to whom the personal data has been or will be

the Regulation of processing operations by controllers

communicated and the retention period of the personal

and processors. The GDPR also regulates transfer

data. As well, it foresees the existence of the right of the

of personal data to third countries or international

interested party to ask the data controller to rectify or

organizations setting the general principle for transfers

delete personal data or limit the processing of personal

and specific exceptions.

data concerning them or to oppose their treatment, the

The same Regulation defines competences, tasks and

right to lodge a complaint with a supervisory authority,

the powers of authorities, cooperation modality and

if the data is not collected from the data subject, with

the characteristics and powers of a European Data

all information available on its origin, as well as the

Protection Board.

existence of an automated decision-making process.

Considering that this regulation required Regulation

Art. 17 establishes the right to erasure (“right to be

(EC) 45/2001 to be adapted to the new principles and

forgotten”), setting the right of the data subject to

rules in order to provide a solid and consistent data

obtain from the controller the erasure of personal data

protection framework in the Union, on 10 January,
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2017, a proposal for a regulation concerning the

adopted a position at a first reading introducing some

protection of individuals concerning the processing

changes. In particular, in art. 9 it is specified that personal

of personal data by the EU institutions, authorities,

data shall only be transmitted to recipients established

offices and agencies, as well as free data movement

in the Union, other than Union institutions and bodies

was launched, repealing Regulation (EC) 45/2001 and

if: (a) the recipient establishes that the data is necessary

decision n. 1247/2002/EC. This proposal aims to align

for the performance of a task carried out in the public

the current rules, which go back to 2001, to the new

interest or in the exercise of official authority vested

stricter rules set out in 2016, guaranteeing higher

in the recipient; or (b) the recipient establishes that it

standards of protection. This proposal for a regulation,

is necessary to have the data transmitted for a specific

conforming to the model and the general discipline

purpose in the public interest and the controller, where

established by Regulation 2016/679, identifies the

there is any reason to assume that the data subject’s

principles applicable to the processing of personal

legitimate interests might be prejudiced, establishes that

data (lawfulness, correctness, transparency, adequacy,

it is proportionate to transmit the personal data for that

relevance, limitation) and the conditions for consent,

specific purpose after having demonstrably weighed the

regulating the transmission of personal data to

various competing interests.

recipients, other than Union institutions and agencies,

The same regulation specifies that Union institutions

established in the Union and subject to Regulation (EU)

and bodies shall reconcile the right to the protection of

2016/679 or Directive (EU) 2016/680. It identifies the

personal data with the right of access to documents in

situations in which the processing does not require

accordance with Union law. In art. 25, on restrictions, it

identification, clearly declines the rights of the data

is provided that any legal act or internal rule introducing

subject (right of access to data, rectification, oblivion,

restrictions shall contain the purposes of the processing

right to limit processing, data portability, objection to

or categories of processing, the categories of personal

processing), obligations and responsibilities, and it

data, the scope of the restrictions introduced, the

introduces, with regard to transfers of personal data

safeguards to prevent abuse or unlawful access or

to third countries or international organizations, the

transfer, the specification of the controller or categories

principle of adequacy and provides specific means of

of controllers, the storage periods and the applicable

appeal. From an institutional point of view, this proposal

safeguards taking into account the nature, scope and

for a regulation establishes a European Data Protection

purposes of the processing or categories of processing

Supervisor, setting tasks and powers and the forms of

and the risks to the rights and freedoms of data subjects.

cooperation with the individual national authorities.

Concerning joint controllers, the revised text prescribes

On 13 September 2018, the European Parliament

that they shall, in a transparent manner, determine
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their respective responsibilities for compliance with

are complied with by the controller and processor), art.

their data protection obligations, overall regarding

47 specifies that a transfer of personal data to a third

the exercising of the rights of the data subject and

country or international organization may take place

their respective duties to provide the information

where the Commission has decided a territory or one

specifying that the data subject may exercise his or her

or more specified sectors within that third country, or

rights under this Regulation in respect of and against

the international organization in question ensures an

each of the controllers. In art. 31, an obligation for

adequate level of protection and where the personal

Union institutions and bodies to keep their records

data is transferred solely to allow tasks within the

of processing activities in a central publicly accessible

competence of the controller to be carried out.

register.

The revised text also disciplines the nomination
3,

procedure of the European Data Protection Supervisor

“Confidentiality of electronic communications”, setting

(through common accord of the European Parliament

that Union institutions and bodies shall ensure the

and the Council for a term of five years) and their tasks.

confidentiality

in

It prescribes a public call for candidates and that the list

particular, by securing their electronic communications

of candidates includes at least three candidates having

networks and the protection of information transmitted

independence and knowledge in data protection as

to, stored in, related to, processed by and collected

well as the experience and skills required to perform

from users’ terminal equipment. The following art. 38

the duties of European Data Protection Supervisor.

establishes that personal data contained in directories

Where the tasks are concerned, the revised text (art.

of users and access to such directories shall be limited to

57) integrates the initial forecasts (which attribute the

what is strictly necessary for the specific purposes of the

tasks to promote public awareness and understanding

directory and Union institutions and bodies shall take all

of the risks, rules, safeguards and rights in relation to

the necessary measures to prevent

processing, promote the awareness of controllers and

personal data contained in those directories from

processors of their obligations, provide information to

being used for direct marketing purposes (regardless of

any data subject concerning the exercise of their rights,

whether they are accessible to the public or not).

handle complaints, conduct investigations, monitor

In Chapter V, after setting out general principles

relevant developments, participate in the activities of the

for transfers of personal data to third countries or

European Data Protection Board, etc.), specifying that

international organizations (any transfer of personal data

the European Data Protection Supervisor shall monitor

shall take place only if, subject to the other provisions of

and enforce the application of this Regulation by Union

this Regulation, the conditions laid down in this Chapter

institutions and bodies. However, there is an exception

The
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to the processing of personal data by the Court of Justice

between operational personal data and verification

acting in its judicial capacity and can advise, on their own

of the quality of operational personal data, specific

initiative or on request, all Union institutions and bodies

processing conditions are set down. The same chapter

on legislative and administrative measures relating to

bans a decision based solely on automated processing,

the protection of natural persons’ rights and freedoms

including profiling, which produces an adverse legal

with regard to the processing of personal data. Included

effect concerning the data subject or significantly affects

in the investigative powers is the power to obtain access

them, being prohibited unless authorized by Union law

to any premises of the controller and the processor,

to which the controller is subject and which provides

including to any data processing equipment and means,

appropriate safeguards for the rights and freedoms

in accordance with Union law, as corrective power is

of the data subject, at least the right to obtain human

attributed the power to impose administrative fines

intervention on the part of the controller.

while among authorization and advisory powers there is

In the following art. 79, the adopted text identifies

also the power to authorize processing operations.

information33 to be made available or given to the data

Art. 65 sets out the right to compensation, prescribing

subject while art. 80 and 81 set out the right of access by

that any person who has suffered material or non-

the data subject and the limitations to the right of access.

material damage as a result of an infringement of this

The following regulations define other important rights

Regulation shall have the right to receive compensation

and specifically the right to rectification or erasure of

from the Union institution or body for the damage

operational personal data and restriction of processing

suffered. This is subject to the conditions provided for

(art. 82) and the right of access in criminal investigations

in the Treaties. Art. 67 regulates the representation of

and proceedings (art. 83).

data subjects (by not-for-profit bodies, organizations

Art. 85 establishes the principle of data protection by

or associations which have been properly constituted

design and by default prescribing the adoption by the

in accordance with Union law or the law of a Member

controller of appropriate technical and organizational

State, having statutory objectives which are in the

measures. These include pseudonymization, which

public interest, and active in the field of the protection

are designed to effectively implement data protection

of data subjects’ rights and freedoms with regard to the
protection of their personal data).
In Chapter IX principles relating to processing of
operational personal data, lawfulness of processing
of operational personal data, distinction between
different

categories

of

data

subjects,

distinction

33 (a) the identity and the contact details of the Union body, office or
agency; (b) the contact details of the data protection officer; (c) the
purposes of the processing for which the operational personal
data are intended; (d) the right to lodge a complaint with the
European Data Protection Supervisor and their contact details; (e)
the existence of the right to request from the controller access to
and rectification or erasure of operational personal data and
restriction of processing of the operational personal data
concerning the data subject.
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principles, such as data minimization and to integrate the

user control over the settings, allowing for easy

necessary safeguards into the processing. This is to meet

acceptance or refusal of the monitoring of cookies

the requirements of this Regulation and the legal act

and other identifiers in the event of risks to privacy,

establishing it, and protect the rights of the data subjects

the proposal provides for the simplification of the

ensuring that, by default, only operational personal data

so-called “cookie provision” which has resulted in

which is adequate, relevant and not excessive in relation

an excessive number of requests for Internet user

to the purpose of the processing is processed.

consent. The proposal clarifies that consent is not

The Commission has also proposed the regulation

necessary for non-intrusive cookies that improve the

on confidentiality and electronic communications

user experience (for example, those that allow you to

aimed at guaranteeing a greater protection of people’s

remember shopping cart history) and for cookies that

private lives and offering new business opportunities.

count the number of users visiting a website.

Furthermore, the proposal, starting from the observation

The proposal also introduces measures against spam,

of the importance for Europeans to maintain the

prohibiting

confidentiality of emails and online messages and the

through emails, text messages and, in principle, also

necessity to define a unitary protection within the Union

telephone calls if users have not given their consent. To

and the applicability of the current ePrivacy Directive

complete the set of protections, the proposal imposes

only

operators,

the authors of telephone calls for commercial purposes,

provides for the extension of privacy rules to new

the obligation to show their telephone number or use a

operators supplying electronic communication services

special prefix that indicates the nature of the call.

(such as WhatsApp, Facebook Messenger, Skype, Gmail,

The

iMessage, Viber) and specifies that this protection

confidentiality also applies to communications from

covers the contents and the metadata of electronic

machine to machine (IoT) so data transfer can only take

communications (for example, call time and location).

place with the consent of users and not automatically

Providing a single set of rules applicable within

as occurs today.

the European Union, the Commission also aims to

Considering the close relationship between the ePrivacy

create new business opportunities for companies

Regulation and the GDPR, the proposal intends to align

and, once consent is given to the processing of

the administrative sanctions established for violations of

communications data (content and/or metadata),

the ePrivacy Regulation with those provided for by the

traditional telecommunication operators will have

GDPR, introducing penalties of up to 20 million euros or

more opportunities to use the data and provide

up to 4% of total annual turnover, if higher.

additional services. In order to ensure a greater

In order to ensure consistency between the ePrivacy
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Regulation and the GDPR, it was also proposed to

2. confidentiality of electronic communications

entrust the responsibility to apply the regulation on

data (art. 5): par. 2 establishing the application of

electronic communications to the same authorities

Confidentiality of electronic communications data to

responsible for monitoring the GDPR. The relationship

the transmission of machine-to-machine electronic

between the GDPR and the current ePrivacy Directive

communications where carried out via an electronic

is expressly governed by art. 95 of the GDPR, which

communications

provides that the latter regulation does not impose

difficulties for enterprises – was deleted;

additional obligations on aspects already specifically

service

–

introducing

more

3. permitted processing of electronic communications

regulated by the former one.

data (art. 6): the taxability of cases in which data can be

The proposal has been encountering some resistance

processed by providers of electronic communications

and, on 20 September 2018, the Council of the European

is strengthened and the necessity to detect security

Union published a revised text of the ePrivacy proposal.

risks and/or attacks in the transmission of electronic

The latest compromise text inserted more flexibility in the

communications is specified. The revised text also

proposal by including a possibility for further compatible

identifies cases in which metadata can be processed

processing of electronic communications metadata

by

underlining that although there was significant support

networks and services. This is when it is necessary

for this direction of the text, some Member States strongly

for the purposes of network management or

argued for an even more flexible approach – bearing in

network optimization, for calculating and billing

mind the likely development of the text during the inter-

interconnection payments or for the performance

institutional negotiations. Other Member States clearly

of the contract to which the end-user is party, to

rejected the concept as being too broad.

protect the vital interest of a natural person, in the

Some changes were introduced. Among them:

case of emergency and for statistical or scientific

1. definitions (art. 4): the concept of “electronic mail”

research purposes. It also presents the hypothesis34

providers

of

electronic

communications

was replaced by “electronic message” meaning any
electronic message containing information such
as text, voice, video, sound or image sent over an
electronic communications network which can
be stored in the network or in related computing
facilities, or in the terminal equipment of its
recipient, including email, SMS, MMS and functionally
equivalent applications and techniques;

34 (a) any link between the purposes for which the electronic
communications metadata has been collected and the purposes of
the intended further processing; (b) the context in which the
electronic communications metadata has been collected, in
particular regarding the relationship between end-users concerned
and the provider; (c) the nature of the electronic communications
metadata, in particular where such data could reveal categories of
data, pursuant to Article 9 or 10 of Regulation (EU) 2016/679; (d)
the possible consequences of the intended further processing for
end-users; (e) the existence of appropriate safeguards.

77

Smart consumers for a smarter europe

that the provider shall take into account, when the

and professional users to develop and implement

processing for a purpose other than that for which

codes of conduct that specify information on data

the electronic communications metadata has been

portability conditions (including technical and functional

collected, is not based on the end-user’s consent or

requirements); 4) providing the designation, by each

on a Union or Member State law which constitutes

Member State, of a single point of contact which acts

a necessary and proportionate measure. The

as a link with the contact points of the other Member

providers of electronic communications networks

States and the Commission regarding the application of

and services are forbidden from sharing such data

the Regulation; 5) providing for the Committee on Free

with third parties, unless it is made anonymous, shall,

Movement of Data, assisting the European Commission;

prior to the processing, carry out an assessment of

and 6) carrying out a review within five years from the

the impact of the envisaged processing operations

date of application of the regulation.

on the protection of electronic communications data

On 4 December 2017, Ministers in the TTE Council held a

and consult the supervisory authority, inform the

debate on the proposal. Everyone supported the principle

end-user of specific processing and of the right to

of free flow of data, and shared ideas on the cooperation

object to such processing free of charge, at any time,

mechanism and the possible restrictions. Whilst most

easily and effectively.

supported the scope of the proposal and exceptions,

Returning to the data protection area, a proposal for

as proposed by the Commission, a few Ministers called

a regulation of the European Parliament and of

for further exemptions from the scope or possibilities

the Council on a framework for the free movement

to justify localization restrictions. Throughout the

of non-personal data in the European Union was

months from October to December 2017, the Working

adopted on 13 September 2017. This proposal, after

Party examined the Commission’s proposal as well as

specifying the objective, the scope of the regulation and

Presidency compromise proposals. Delegations provided

the applicable definitions establishes: 1) the principle of

many useful comments that allowed the Presidency to

free movement of non-personal data in the Union (art.

improve the scope, the definitions, the cooperation and

4: any obligation to locate data is prohibited, except

notification mechanisms, as well as the principles of the

when this is justified for public security); 2) ensuring

free flow of data, as well as making smaller technical

the availability of data for regulatory controls by the

improvements and clarifications.

competent authorities, prohibiting users from rejecting

The most discussed topics were: a) the scope exceptions

data access for the competent authorities on the

(Article 2(2)) and the reasons for justified exemptions

basis that the data is stored or otherwise processed in

from the prohibition on localization requirements

another Member State; 3) encouraging service providers

(Art. 4(1)); and b) the need for a simple mechanism for
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competent authorities to access data across borders

more flexibility in choosing the most appropriate

where appropriate. Discussions on the proposal are

means of communication with consumers and

ongoing within the council.

removing some burdens for traders related to the
right of withdrawal from “distance contracts” and

3.1.2. A New Deal for Consumers
Considering that consumer spending accounts for 56% of
the EU GDP,

35

a healthy consumer environment and an

“off-premises contracts”);
2. to provide better redress opportunities for
consumers,

support

effective

enforcement

effective enforcement are key factors for economic growth.

and greater cooperation of public authorities.

In 2017, the European Commission carried out a

Therefore,, the document stresses the necessity to

thorough analysis of existing regulations which showed

guarantee: a) better redress for consumers using

that the current EU rules were not being applied and

the full potential of injunction orders to ensure

enforced effectively across all countries. For this purpose,

redress for consumers in ‘mass harm situations’ and

as already mentioned in chapter 2, on 11 April 2018,

the strengthening of existing tools for consumers

the European Commission launched a New Deal for

(Alternative Dispute Resolution and Online Dispute

Consumers to ensure that all European consumers fully

Resolution); b) the effective enforcement and greater

benefit from their rights under Union law. In particular,

cooperation of public authorities in a fair and safe

the New Deal will empower qualified entities to submit

Single Market providing more effective penalties

representative actions on behalf of consumers, introduce

especially for widespread infringements, helping

stronger sanctioning powers for Member State consumer

Member States prepare for the new CPC Regulation,

authorities and also extend consumer protection.

engaging in capacity-building activities for national

The Commission Communication identifies several aims:

authorities, coordinating actions to solve issues

1. to modernise existing rules and fill the gaps

affecting a large number of consumers in the EU and

in the current consumer acquis by introducing

encouraging better cooperation on product safety

new tools for consumers (individual remedies),

(modernising the Rapid Alert System and making the

guaranteeing more transparency for consumers

most of coordinated market surveillance);

in online marketplaces, extending protection of

3. to increase cooperation with partner countries

consumers to “free services” and removing burdens

outside the EU. In particular, the Commission intends

for businesses (for example, by allowing traders

to work on bilateral or multilateral agreements for
consumer protection enforcement cooperation –

35 Eurostat, GDP and main components (output, expenditure and
income) [nama_10_gdp], P31_S14_S15. Household and NPISH final
consumption expenditure.

and especially on product safety – between the EU
and key jurisdictions such as the US, Canada and in
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6. to look at future challenges for consumer policy

the future China;
4. to ensure equal treatment of consumers in

in a fast evolving economic and technological

the Single Market and guarantee that national

environment. Considering that markets will of

competent authorities are empowered to tackle

course continue to evolve and change quickly

any problems with ‘dual quality’ of consumer

and that consumer protection law must be able

products;

to continue to adapt and evolve, the Commission

5. to raise the awareness and strengthen the

will continue to monitor consumer markets and

capacity-building of consumers and traders.

explore several areas such as artificial intelligence,

Therefore,:

the Internet of Things, mobile e-commerce and

a)

the

Commission

is

promoting

sustainable consumption.

“consumer dialogues” in the Member States (to

80

explain what the EU is doing for them as consumers

To

achieve

the

above,

and to listen to their views on how the EU can better

accompanied by two different proposals. The first,

tackle their concerns); b) the Consumer Law Ready

to amend the Council Directive on unfair terms in

project was launched in March 2018 with the purpose

consumer contracts, the Directive on consumer

of training small and medium-sized enterprises in

protection in the indication of the prices of products

EU consumer law; c) the new Consumer Law Database

offered to consumers, the Directive concerning unfair

will be made available – in the third quarter of 2018

business-to-consumer

– for everyone, especially legal practitioners and

the Directive on consumer rights, to ensure better

enforcement authorities (giving access to national

enforcement and to modernise EU consumer protection

rules transposing key EU consumer directives); d) the

rules, in particular in light of digital developments.

Commission is facilitating a self-regulatory initiative

The second concerns representative actions for the

by European businesses on key principles for a

protection of the collective interests of consumers

better presentation of information to consumers,

and repealing the Injunctions Directive 2009/22/EC

including standard terms and conditions; e) the

aimed at improving tools for stopping illegal practices

Commission will develop, by early 2019, guidance

and facilitating redress for consumers where many

on Directive 93/13/EEC on unfair contract terms

of them are victims of the same infringement of their

in consumer contracts which protects European

rights in mass harm situations.

consumers against unfair standard contract terms

The first proposal aims to amend four EU Directives that

used by traders; e) the Commission will continue

protect the economic interests of consumers. Most of the

its efforts to build the capacity of consumer

amendments concern the Unfair Commercial Practices

organisations;

Directive

2005/29/EC1

this

Communication

commercial

and

the

practices

Consumer

is

and

Rights
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Directive 2011/83/EU2. For the other two Directives –

directive), the insertion of a point (c) in paragraph

the Unfair Contract Terms Directive 93/13/EEC3 and the

2 considering as misleading action “any marketing

Price Indication Directive 98/6/EC4 – only the penalties

of a product as being identical to the same product

are amended.

marketed in several other Member States, while those

The entire package starts from the idea that consumer

products have significantly different composition or

protection legislation should be applied effectively

characteristics”; c) the insertion, in the directive, of

throughout the Union, that the effectiveness of the

art. 11 bis “Redress”, which provides the ensuring by

Union consumer legislation is compromised by a lack

Member States of the availability of contractual and

of awareness both among traders and consumers,

non-contractual remedies for consumers harmed

insufficient enforcement and limited consumer redress

by unfair commercial practices in order to eliminate

possibilities. Existing rules on penalties need to be

all the effects of those unfair commercial practices

revised so as to ensure greater harmonization and a

in accordance with their national law, specifying that

more consistent application of the rules.

“contractual remedies shall include, as a minimum, the

The proposal includes the following articles:

possibility for the consumer to unilaterally terminate

1. art. 1: Amendments to Directive 2005/29/EC.

the contract” and “non-contractual remedies shall

The Commission proposes several changes: a) the

include, as a minimum, the possibility of compensation

substitution of paragraph 5 of art. 3 (Scope) of the

for damages suffered by the consumer”; d) the

directive allowing Member States to adopt “provisions

substitution of art. 13 “Penalties”. The proposal

to protect the legitimate interests of consumers with

prescribes that the penalties provided by Member

regard to aggressive or misleading marketing or

States (to be communicated to the Commission)

selling practices in the context of unsolicited visits

must be effective, proportionate and dissuasive

by a trader to a consumer’s home, or with regard to

and sets out general criteria to be observed by the

commercial excursions organised by a trader with

administrative authorities or courts. Specifically,

the aim or effect of promoting or selling products to

this involves the nature, gravity and duration or

consumers, provided that such provisions are justified

temporal effects of the infringement, the number

on grounds of public policy or the protection of the

of consumers affected, including those in other

respect for private life” and providing (para. 6) the

Member States, any action taken by the trader

notification to the Commission without delay of

to mitigate or remedy the damage suffered by

any national provisions applied on the basis of this

consumers, where appropriate, the intentional

paragraph as well as of any subsequent changes,

or negligent character of the infringement, any

b) concerning misleading actions (art. 6 of the

previous infringements by the trader, the financial
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benefits gained or losses avoided by the trader due

consumer to make use of the service (ex. contracts

to the infringement and any other aggravating or

to content platforms, cloud storage, webmail,

mitigating factor applicable to the circumstances of

social media and cloud applications) justifying the

the case. In the event of the imposition of a fine,

application of the rules on the right of withdrawal

annual turnover and net profits must be taken

while contracts for the supply of digital content,

into account in the determination of the amount

which is not supplied on a tangible medium, being

(the maximum amount shall be at least 4% of the

characterized by a one-off action by the trader to

trader’s annual turnover in the Member State or

supply to the consumer a specific piece or pieces of

Member States concerned); and e) the substitution

digital content (such as specific music or video files),

in Annex I “Commercial practices which are in all

underlie the exception from the right of withdrawal.

circumstances considered unfair” of point n. 11

To reduce burdens on businesses, the Commission

prohibiting using editorial content in the media, or

proposes the elimination of two obligations provided

provide information to a consumer’s online search

in the case of distance and off-premises contracts

query, to promote a product where a trader has

and, specifically, the consumer’s right to withdraw

paid for the promotion without making that clear

from sales contracts concluded at a distance or off-

in the content or search results or by images or

premises even after using the goods The nature,

sounds clearly identifiable by the consumer;

characteristics and functioning of the goods need

2. art.

82

2:

Amendments

to

Directive

2011/83/

to be established (the return of such goods creates

EU. The proposal sets out specific transparency

difficulties for traders who are required to assess the

requirements for online marketplaces prescribing

‘diminished value’ of the returned goods and resell

clear and comprehensible information on the

them as second-hand goods or to discard them).

main parameters determining ranking of offers,

Likewise, the obligation for traders to reimburse the

whether they enter into a contract with a trader or

consumer on the mere basis of the proof that the

a non-trader (such as another consumer), whether

goods have been sent back needs to be changed.

consumer protection law applies and which trader

Concerning penalties, the proposal sets the same

is responsible for the performance of the contract

criteria and the same amount of fines (maximum

and for ensuring consumer rights when these

amount shall be at least 4%) as seen in sub 1);

rights apply. Concerning the right of withdrawal,

3. art. 3: Amendments to Directive 93/13/EC and art.

the document underlines that digital services are

4: amendments to Directive 98/6/EC. The proposal

characterized by continuous involvement of the

introduced, for penalties, the same criteria and the

trader over the duration of the contract to enable the

same limit as described in sub 1).
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The second proposal introduces a representative action

collective compensatory redress mechanisms tailored

to ensure an effective and efficient protection of the

for mass harm situations.

collective interests of consumers and overcomes the

Common legal actions (class action) originated in the

obstacles faced by consumers within individual actions

United States. After many years of growth in the use of

(such as uncertainty regarding their rights and available

the class action device in both federal and state courts,

procedural mechanisms, psychological reluctance to take

the US Congress and US Supreme Court have both

action and the negative balance of the expected costs

recently acted to limit class actions. Despite attempts,

and benefits of individual action). Economic globalization

some industries face a constant and sometimes

and digitalization increase the risk of infringements of

increasing number of class actions. The industries that

Union law affecting the collective interests of consumers.

most commonly face class actions are consumer-facing

Considering that traders that infringe EU law may affect

industries, such as the retail, automotive, insurance,

thousands or even millions of consumers with the same

pharmaceutical, and financial services industries. The

misleading advertisement or unfair standard contract

following figures and sections analyze the level of class

terms in a number of different economic sectors and a

action in the U.S. The annual Carlton Fields Class Action

number of Member States, there are no provisions for

Survey is based on detailed interviews with general

Fig. 3.1

U.S corporate legal spending on class actions ($ billions)

Source: Carlton Fields Jorden Burt, P.A.
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Fig. 3.2

Companies facing class actions in the U.S. (%)

Source: Carlton Fields Jorden Burt, P.A.
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counsel or senior legal officers of 373 companies of all

(Fig. 3.4). These two types of common legal actions

sizes and business types. Class action spending reached

together reached 56.7% of total spending of class

$2.17 billion in 2016 (Fig. 3.1). This sum accounts for

actions in the U.S..

11.2% of all litigation spending in the United States.

Returning to the Commission proposal, the document

The percentage of companies managing at least one

provides that representative actions can be brought by

active class action declined 6.8%, from a high of 60.6% in

designated qualified entities setting out some criteria

2015 to 53.8% in 2016 (Fig.3.2).

in order to designate them (it has to be properly

Labour and Employment and Consumer Fraud are the

constituted according to the law of a Member State,

most common types of class actions companies faced

have a legitimate interest in ensuring that provisions

in 2016 (Fig.3.3). Labour and Employment cases now

of Union law covered by this Directive are complied

account for 37.7% of class actions. Consumer Fraud class

with and have a non-profit making character) (art. 4).

actions, which represented the most common type of

Defining the types of actions, the proposal prescribes

class actions in 2015, are now second, accounting for 19%.

that qualified entities are entitled to bring representative

Labour and Employment and Consumer Fraud are

actions seeking an injunction order to stop the practice

also the class action issues with the highest spending

or, if the practice has not yet been carried out but is
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Fig. 3.3

Class action issues in the U.S. - breakdown by type (2016)

Source: Carlton Fields Jorden Burt, P.A.
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imminent, prohibit the practice (art. 5) and measures

cross-border representative actions, and without

to eliminate the continuing effects of the infringement

prejudice to the rights granted to other entities

(redress measures) (art.6).

under national legislation, the Member States shall

Where funding is concerned, art. 7 establishes that the

communicate to the Commission the list of qualified

qualified entity seeking a redress order shall declare

entities designated in advance).

at an early stage of the action the source of the funds

Discussion on Commission’s proposals are ongoing

used for its activity in general and the funds that it

within the Council.

uses to support the action. It shall demonstrate that it
has sufficient financial resources to represent the best

3.1.2.1. Case study: a New Deal for Energy Consumers

interests of the consumers concerned and to meet

On 15 July 2015, the European Commission presented its

any adverse costs should the action fail. The following

Summer Energy Package, consisting of two legislative

art. 8, instead, allows for the conclusion of settlements

proposals (revised Directive on ETS allowances after

between a qualified entity and a trader only if there

2020, amending Directive 2003/87/EC; new regulation

is no other ongoing representative action before the

on energy labelling, replacing Directive 2010/30/EU),

court or administrative authority of the same Member

alongside two non-legislative communications proposing

State regarding the same trader and regarding the

a new deal for energy consumers and launching the

same practice. Art. 9 prescribes that Member States

public consultation on a new energy market design.

shall ensure that the court or administrative authority

The Communication on Delivering a New Deal for

shall require the infringing trader to inform affected

Energy Consumers starts from the analysis of the

consumers at its own expense of the final decisions

obstacles to consumers – households, businesses and

setting out specific measures or approved settlements.

industry – fully benefiting from the ongoing energy

Concerning

actions

transition controlling their consumption and lowering

(art. 16), Member States shall ensure that where the

their bills. The Commission stresses the following

infringement affects or is likely to affect consumers

critical issues: lack of appropriate information on

from different Member States, the representative

costs and consumption, or limited transparency in

action may be brought to the competent court or

offers, increasing proportion of network charges, taxes

administrative authority of a Member State by several

and particularly levies in the average final household

qualified entities from different Member States, acting

electricity bill, insufficient competition in many retail

jointly or represented by a single qualified entity, for

markets and difficulties in switching, insufficiently

the protection of the collective interest of consumers

developed markets for residential energy services

from different Member States (for the purposes of

and demand response, self-generation and self-

86
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consumption ban, unequal access to information and

market or social protection needs – can represent a

high entry barriers for new competitors.

particularly strong barrier to effective competition

The Commission identifies three key points as core to

so the Communication underlines the importance

delivering a new deal for consumers:

of exploring other more sustainable and precise

1. consumer empowerment. The new deal aims

measures to help Member States deregulate prices

at strengthening the decision-making power of

for end-users. It is also very important to exploit the

consumers. Therefore, consumers must be ensured:

value of flexibility through demand response, giving

a) better information: smart meters will play a key

consumers the choice to participate in this. Finally,

role in delivering free and frequent access to accurate

the document highlights the benefit for consumers

consumption data, better billing and fewer metering

connected to self-generation and consumption and

disputes. Data from Member States shows that 72%

participation through intermediation and collective

of European consumers are foreseen to have a smart

schemes to better manage their energy consumption;

electricity meter by 2020 as result of their wide-scale

2. smart homes and networks: integrated automated

deployment, underway or planned as of today in 17

solutions can enable and simplify consumer action by

Member States36; b) a wide choice of action: the

connecting smart metering systems with smart home

availability of an accessible, transparent, trustworthy

energy management systems and smart appliances.

and readily comparable information covering price as

Therefore, the Commission has announced that EU

well as contractual quality and customer satisfaction

funding and financing will continue to be used for

is very important to guarantee the choice of action

research and demonstration into smart home and

of consumers. To achieve this, the Commission

smart grid technologies and their security to boost

is working with national regulatory authorities to

the international competitiveness of EU firms in this

develop transparency and reliability criteria for

high-value sector;

energy comparison tools and to ensure that each

3. data management and protection: considering

consumer has access to at least one independent

the importance of guaranteeing an adequate data

and verified comparison tool to assess the current

protection, the Communication prescribes that data

contract against all offers available in the market.

collection and processing, in the context of smart

In this context, regulation of retail prices – justified

metering systems or other services empowering

by Member States with an underperforming retail

consumers to act, should provide direct access –
which must be effective and non-discriminatory

36 Sweden, Italy, Finland, Malta, Spain, Austria, Poland, the UK,
Estonia, Romania, Greece, France, the Netherlands, Luxembourg,
Denmark, Ireland and Latvia

– to this data for the customer and any third party
designated by the consumer.
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The New Deal set out in the Energy Union Strategy

5) keeping consumption/metering data under the

intends to place consumers at the centre of a thriving and

consumers’ control ensuring, when consumers grant

functioning energy system. For this ambitious purpose,

other parties (suppliers and intermediaries) access to

the document stresses the importance of: 1) providing

their data, their privacy and the protection and security of

consumers with frequent access, including in near real-

their data; 6) providing consumer access to competitive

time, to partially standardized, meaningful, accurate

and transparent market-based offers, while giving

and understandable information on consumption and

consumers in vulnerable situations and/or facing energy

related costs as well as the types of energy sources; 2)

poverty targeted and effective assistance; 7) providing

simplifying and accelerating switching suppliers through

consumers with the option of participating in the market

transparent and directly comparable offers from

through reliable intermediaries, collective or community

competitive suppliers and removing barriers such as

schemes; 8) guaranteeing sure, fully interoperable and

switching fees; 3) ensuring protection of consumers in the

simple smart home appliances and components aimed

new energy market, including against unfair commercial

at maximizing their benefit to consumers; 9) ensuring

practices; 4) providing consumers with possibilities to

a cost-effective and stable network operation and non-

become active energy players and gain from action;

discriminatory handling of metering data with potential

Fig. 3.5

Number of information elements on household bills in EU Member States (2016)

Source: CEER Databases, National Indicators (2017)
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commercial value by Distribution System operators

Despite the large amount of information available,

or any other responsible entity; and 10) strengthening

the main share of consumer complaints received

the link between research, innovation and industry for

by National Regulatory Authorities in 2016 for both

developing international competitiveness in smart home

electricity and gas related to invoicing, contracts

and smart grid technologies, in cooperation with all

and unfair commercial practices (Fig.3.6). The EU

market players.

Directives state that regulatory authorities shall

According to the Annual Report on the Results of

monitor complaints made by household consumers.

Monitoring the Internal Electricity and Gas Markets in

The number of final household consumer complaints

2016, published in October 2017 by ACER, Member

varies enormously between countries for which data

States have introduced various provisions which deal

is available. The countries with the highest number

with the obligation to provide information to consumers

of complaints are Portugal and Italy with 98 and 64

(Fig. 3.5), such as information related to changes in

complaints, respectively, per 100,000 inhabitants.

prices, information to be included in bills, information

The protection of vulnerable consumers is a priority for

on actual consumption and costs and information on the

the Commission. The EU has called on Member States

single point of contact.

to improve the protection of vulnerable consumers and

Fig. 3.6

Consumer complaints by main categories addressed to a National Regulatory Authority by households for gas
across the EU and Norway (%) – 2016

Source: ACER based on CEER Databases, National Indicators (2017)
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ensure that there are adequate safeguards in place for
this target group.

3.2. CONSUMER PROTECTION: THE ROLE
OF ONLINE DISPUTE RESOLUTION

Member States have different definitions for the concept
of vulnerable consumers. Most of the explicit definitions

The Online Dispute Resolution is a platform provided

of the concept cover low-income households, the elderly

by the European Commission to allow consumers

or people in bad health and, in some other cases,

and traders in the EU or Norway, Iceland and

exceptional circumstances such as the unemployed are

Liechtenstein to resolve disputes relating to online

covered. The most widespread protection mechanisms

purchases of goods and services without going to

are the prohibition of disconnection due to non-payment,

court. The ODR platform is not linked to any trader.

the adoption of social tariffs or the provision of monetary

Using the ODR, the consumer can send the complaint

benefits through social security systems (Fig.3.7).

to an approved dispute resolution body. A dispute

Fig. 3.7

Number of countries protecting vulnerable consumers, by type of measure (2016)

Source: CEER Database, National Indicators (2017)
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resolution body is an impartial organization or

the complaint, the consumer will have 30 days to

individual that helps consumers and traders reach

agree on the dispute resolution body that will handle

an out-of-court settlement. This is usually quicker

the dispute. The trader will send to the consumer,

and cheaper than going to court. The ODR platform

through the platform, the name of one or more

is easy to use and takes users through the dispute

dispute resolution bodies able to deal with it. Traders

resolution process in a step-by-step fashion. It

are not obliged to engage in the online dispute

provides translations in all EU languages and has

resolution process, so a trader can refuse to accept

inbuilt time limits for resolving complaints. Using

your complaint through the ODR platform. Having

ODR, consumers can get fair outcomes for free or for

the ODR link on their website does not automatically

a very small charge, while traders can avoid costly

mean a trader will engage in the process. Traders

litigation procedures and maintain good customer

based in Belgium, Germany, Luxembourg or Poland

relations. To start a complaint, the consumer and

can also use the ODR platform to make a complaint

trader both have to be based in the EU or Norway,

against a consumer for a dispute concerning goods

Iceland or Liechtenstein. Once the trader has agreed

and services purchased online.

to use the dispute resolution procedure to address

According to data collected by the online dispute

Fig. 3.8

Online dispute resolution - country of consumer (number of disputes)

Source: Online Dispute Resolution (https://ec.europa.eu/consumers/odr/main/?event=main.statistics.show)
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Fig. 3.9

Disputes per 10,000 inhabitants - country of consumer

Source: I-Com elaboration on Online Dispute Resolution data
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Note: * non-EU countries / data extracted on 17-09-2018

resolution platform, approximately 82,000 disputes

on the platform (19,683), followed by the British

were submitted up to 17 September 2018. German

(17,333), the French (8,597) and the Spaniards (8,548)

consumers are those who have opened more disputes

(Fig. 3.8).

Fig. 3.10

Online dispute resolution - country of trader (number of disputes)

Source: Online Dispute Resolution (https://ec.europa.eu/consumers/odr/main/?event=main.statistics.show)
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Note: * non-EU countries / data extracted on 17-09-2018
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Malta is the EU country with most disputes per 10,000
inhabitants (3.1), followed by Portugal (2.8), Estonia
(2.7), the United Kingdom (2.6) and Luxembourg (2.6)
(Fig. 3.9).

Fig. 3.11

Online dispute resolution (% of national
and cross-border complaints)

Source: Online Dispute Resolution (https://ec.europa.eu/consumers/odr/
main/?event=main.statistics.show)

National

Germany is also the Member State where most of

Cross border

the traders that have had disputes on the platform
are based (21,747), followed by the United Kingdom
(18,926), Spain (7,238) and France (5,571) (Fig. 3.10).

41%

The largest number of disputes opened by consumers
is against a trader from the same country (59%) (Fig.

59%

3.11).
The airline sector is the most affected by disputes
(13%), followed by clothing and footwear (11%) and
ICT (7%) (Fig. 3.12).
Fig. 3.12

Note: data extracted on 17-09-2018

Online dispute resolution - top 10 most complained about sectors

Source: Online Dispute Resolution (https://ec.europa.eu/consumers/odr/main/?event=main.statistics.show)
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The role of digitalization

their systems to the new rules and national and EU

■■ Digitalization is revolutionizing society and a

institutions monitor the application and compliance

growing number of activities that we have been

with laws and regulations.

carrying out in the traditional way is migrating
to the Internet. Data shows different levels of

The promise of digital tools in empowering

digital skills in different European Union Member

consumers: opportunities and challenges

States and, more in general, a different awareness

■■ The Internet has given consumers access to a range of

and interest in digital services. In this scenario,

digital comparison tools (DCTs) and aggregation and

institutions should work for the digital literacy of

intermediary platforms that can filter, parse and curate

citizens in order to equip and empower individuals

market information, and can do so in accordance with

with the competences required to capitalize on

preferences and parameters set by the consumer.

the opportunities. To be effective, education and

When they work effectively, these services can

awareness strategies should help to promote

contribute significantly to lowering transaction costs

critical and active citizen involvement.

and delivering better deals, by enabling consumers

■■ Electronic commerce has taken on an important role

to conveniently and efficiently compare and choose

in the economies of the EU countries. To manage

between offers from across the market. They can also

this phenomenon, institutions should adopt specific

be seen by suppliers as an efficient way to reach large

laws for this sector. To safeguard digital consumers,

numbers of consumers and the price transparency

institutions must improve price transparency and

they

strengthen the enforcement of consumer rights

suppliers and reduce prices. However, in 2016, the

and guidance to clarify what qualifies as an unfair

European Commission and EU consumer protection

commercial practice in the digital world.

authorities undertook a coordinated sweep of 352

create

can

increase

competition

among

European

price comparison and travel booking websites across

Commission in the broader context of the Digital

the European Union. The exercise revealed a series of

Single Market strategy would help to increase

irregularities in online comparison tools, including in

the use of digital services by consumers. On the

relation to misleading prices. Among other things, the

one hand, this process should be constant and as

findings revealed that:

homogeneous as possible all over Europe, without

1. in 32% of cases, the price on the page of the

leaving behind any country or any group based on

comparison list was not the same as the price

age, education, employment and social factors. On

ultimately displayed on the booking page;

the other hand, the Member States must adapt

2. in 30% of websites, the total price (inclusive of

■■ The

initiatives

launched

by

the
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taxes), or the way this was calculated, was not

potential

clear;

practices, invasive marketing, loss of privacy

3. 21% of websites presented special prices,
which were not then available as advertised on
the actual booking page;

harm,

such

as

discriminatory

and security breaches;
2. regulators

and

companies

must

develop

effective means and simple processes for

4. 26% of websites gave the impression that

consumers to exercise their ‘right not to be

certain offers were scarce (e.g. “only 2 left”,

subject to a decision based solely on automated

“only available today”) without specifying that

processing, including profiling, which produces

this scarcity only applied to their own website

legal effects concerning him or her or similarly

(European Commission, 2017).

significantly affects him or her’ (Art. 22 GDPR).

Therefore, regulators need to assess compliance with

Only then can consumers effectively challenge

the law by all digital comparison tools in each sector.

outcomes of automated decision-making;

Moreover, sectoral regulators must work together to
make the use of DCTs easier and safer for consumers,
in order to support more consumer involvement and a
better-informed choice.

3. European

safety

legislation

needs

to

be

reviewed to reflect technological developments;
4. companies

should

adopt

best

practice

standards, such as security by design and
by default, and be subject to independent

■■ Artificial intelligence holds great economic, social,

assessments of compliance. In case of security

medical, security and environmental promises but, at

incidents or data breaches, they must be subject

the same time, in order to exploit the potential huge

to timely and adequate notification obligations,

advantages for the benefit of the whole of society,

liability and compensation rules and sanctions

several challenges associated with AI development

in case of neglect. Complaint handling and

should be properly addressed. According to the

redress mechanisms should be accessible,

European Consumer Consultative Group , European

affordable,

Institutions and Member States should ensure the

timely and efficient.

37

independent,

fair,

accountable,

following:
1. consumer privacy and data protection rights
must be protected and upheld to address
37 European Consumer Consultative Group, Policy recommendations
for a safe and secure use of artificial intelligence, automated decisionmaking, robotics and connected devices in a modern consumer world,
2018.
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How to ensure consumer rights in the digital era
■■ To increase consumer trust in the digital society,
privacy regulation is fundamental. The GDPR
sets the foundations for the lawfulness of data
processing, clearly indicates times, contents and

Conclusions and policy recommendations

modalities of information, defines the rights of the

very effective tool to guarantee consumer rights

interested parties (access, cancellation-forgetting,

protection. However, this can be effective only if it is

limitation of treatment, opposition, portability),

activated timely, cheaply and, possibly, across several

identifies

and

Member States. In this respect, digital instruments

responsibilities of owners and data controllers and

may help in overcoming existing barriers, provided

regulates international data transfers. Ensuring a

there is a new legal framework in place.

the

subjective

characteristics

harmonized application of the Regulation and an

■■ For consumers to have confidence in and benefit

accurate monitoring of the new rule application

from the digital aspect of the internal market,

is highly important, as well as accelerating the

they must access to simple, efficient, fast and low-

conclusion of the other legislative procedures

cost ways of resolving disputes which arise from

ongoing to encourage digital service usage.

the sale of goods or the supply of services online.

■■ To ensure the effective modernization of existing

This is particularly important when consumers

rules, better redress opportunities for consumers

shop cross-border. Digital tools should be used to

and a cooperation among states is important. It is

better empower consumers, defending their own

also essential to encourage the development of

rights. The availability of a reliable and efficient

legal protection tools for consumers and aboveall

online dispute resolution system could greatly

collective action, that by deterrence can be a

help achieve this goal.
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